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1.  INTRODUCTION  
This document describes the results of the data protection impact assessment (DPIA) carried 

out for Proctoring. A DPIA is an instrument to point out privacy risks of a processing operation 

to be able to take measures to mitigate those risks.    

A. DESCRIPTION OF PROCESSING OPERATIONS  
Describe the intended data processing, the purposes and the interests in the data processing in 

a structured manner.  

1.1  PROPOSAL  
Describe the proposal to which the data protection impact assessment (DPIA) relates and the 

context in which it takes place globally.   

Given the current corona crisis, organising exams on location is not always possible due to 

contamination risks and government restrictions. It is foreseeable that the restrictions on physical 

contact will stay in place for some time. The UT wants to avoid postponement of exams as much as 

possible, as this leads to study delay for students, accumulation of work for teachers and a shortage 

of spaces for taking exams at a later stage, by offering online exams.   

The UT also offers education in distance and hybrid mode, which also depends on secure online 

exams. The UT is planning to develop these activities in the coming years, for example post-initial 

education and professional courses. Fully online courses with no physical equivalent on campus, with 

their need for proctored online exams, are already running for years for groups of students (of ITC) 

who cannot come to the Netherlands for the course duration. For all these situations, it is necessary 

to have secure and reliable online exams.  The student does not take the exam in a room of the UT, 

there are no UT supervisors or examiners present and the student takes the exam using a computer 

or laptop. The use of proctoring software makes it possible to overcome these issues and to prevent 

and detect fraud.  

Online proctoring is a way of digital examination independent of location with remote surveillance. 

Proctoring software promises to a certain extent that students and course participants can make their 

exams at any place safely and reliably. Controlling software, video and live surveillance on the screen 

should prevent fraud. These techniques signal irregularities: situations that indicate possible fraud by 

the student.  The student’s computer is locked down and/or the screen is recorded to monitor 

suspicious behaviour.  

The UT has created a recommendation for alternative options to organise exams when (part of the) 

students cannot come to campus, including open book exams, time-constrained exams, oral 

(followup) exams, etc.   
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Not all exams can be taken in an alternative way as described above. Exams with mainly factual 

knowledge questions or multiple-choice questions are easily interchangeable between students, 

especially in case of large-scale exams. Exams where lab work, drawings and calculations are 

involved, require knowledge, but also skills and insight. Due to the abstract nature of the questions 

and answers, these are also easily interchangeable between students. Such exams can be organised 

online, but the risk of fraud is high. Also, the learning materials of some subjects cannot be properly 

tested when using the above-mentioned testing methods. In some cases, the testing method might 

require an amount of work excessing the capacity due to the large number of students taking the 

exams. Organising exams with limited surveillance is not a good option for these types of exams. 

Online proctoring provides measures against fraud such that the exam can be taken in its original 

form, with the physical surveillance replaced by a set of digital measures.  

An important factor to decide what type of exam will be organised and what type of proctoring is 

needed, is the risk of exam fraud. It is crucial that the UT can identify the student (so that no other 

person takes the exam) and that the UT knows what the student is doing while taking the exam (so 

that, for example, no cheat sheets or unauthorised online sources are consulted).  

Within online proctoring, the following options are possible:  

- Automated online proctoring: the software registers acts of students using artificial 

intelligence (AI) and automatically marks suspected irregularities. The supervisor must 

review and assess the outcome.   

- Online proctoring will advise the examiner. The examiner will decide whether fraud is 

shown.   

Within the UT, it is desired to use online proctoring in the event that students are not able or allowed 

to come to the campus due to the restrictions following the corona crisis and where no alternative 

exam method is possible.   

But next to that, it is also desired to use online proctoring for online education within ITC and 

postinitial education.   
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Besides these centrally supported, automated/retrospective proctoring solutions, some live online 

proctoring may also be used. This will mainly be the case when lecturers ask all students to turn on 

their webcams in an online meeting environment during an exam. Canvas Conferences can be used 

for live proctoring. Lecturers are able to visually identify the student and can communicate with the 

student during the exam. These sessions are not recorded and they do not monitor anything other 

than the student’s webcam feed in the moment. They are not centrally supported and are organized 

incidentally by individual lecturers as needed. Most descriptions of data storage / access described in 

this DPIA will not be applicable to live online proctoring, as the method is less invasive than 

automated/retrospective proctoring.  

The persons who worked on this DPIA are:  

- Laura Bergmans-Blijleven  

- Meike Davids  

- Simon Engelberts  

- Ard Kosters  

- Bart Meijer  

- Marie José Verkroost  

  

1.2  PERSONAL DATA  
List all categories of personal data that are processed. Indicate per category of data subjects 

which of their personal data will be processed. Divide this personal data into the types: 

ordinary, special, sensitive (add extra rows or remove rows if necessary).  

  

Category of personal 
data  

Category of data 
subjects  

Ordinary, special or 
sensitive personal 
data  

Type of proctoring  
Live (L), Recording (R), 
Automated (A)  

Name  Students  Ordinary  L R A  

Student number  Students  Ordinary  L R A   

E-mail address  Students  Ordinary  L R A   

IP-address  Students  Ordinary  R A  

Data on student card 
(name, student number, 
photo)  

Students  Sensitive   L R A  

Data on identification 
document (passport, 
IDcard)  

Students  Sensitive  L R A  

Student vow  Students  Ordinary  L R A  

Duration exam  Students  Sensitive  R A  

Audio-visual material 
(photo, webcam images, 
audio)  

Students  Sensitive  L R A  
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Logging data actions of 
student during exam  

Students  Sensitive  R A  

Screen recordings 
(printscreens or streams) 
of what a student sees 
on his/her monitor  

Students  Sensitive  R A  

Keystrokes and/or mouse 
clicks  

Students  Sensitive  R A  

Images of additional 
camera (for example of 
the space where the 
student works)  

Students  Sensitive  L R A  

Data about website visits 
during the exam  

Students   Sensitive  R A  

  

1.3  PROCESSING OPERATIONS  
List all intended processing operations.  

The following processing operations are in scope in this DPIA:  

1. Providing access to the online exam;  

2. Verifying the student’s identity;  

3. Registering exam answers and time used;  

4. Streaming and analyzing webcam images and audio, and possibly storage thereof;   

5. Recording and analyzing data generated by the equipment that the student uses when taking 

the exam, such as keyboard, mouse, and screen activity;  

6. Capturing and analyzing images of the room in which the online exam is made and the objects 

contained therein;  

7. Comparing exam results of an online exam with results of regular exams.   

  

1.4  PROCESSING PURPOSES  
Describe the purposes of the intended processing operations.  

The above-mentioned processing operations have the following purposes:  

- Authentication; establishing the identity of the student who takes an exam. This takes 

place before and during the exam, so the UT can establish who has taken the exam.  

- Providing the opportunity to securely test and validate knowledge, insight and skills.   

- Verifying the duration of the exam; ensuring that the exam is taken within the time 

allotted for the exam; provision of facilities to students in special circumstances.   

- Fraud detection and prevention. Recording authentication, activity and work submitted 

by the student and checking this data to detect irregularities that may indicate possible 

fraud.  
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- Handling objection and appeal; for the purpose of substantiation or refuting decisions of 

the Examination Board, including decisions that are made about cases of (possible) fraud.  

- Quality assurance of examinations. Aggregate level of control to determine whether the 

examination complies with the processes and legal and quality standards for assessment 

(reliability, validity, and transparency).  

  

1.5  PARTIES INVOLVED  
List what organisation are involved with what processing operations. Also describe the role of 

the organisation: controller, processor, provider and recipient. Also specify which officials 

within these organisations have access to which personal data.  

  

Organisation  Role  Officials  

University of Twente  Controller  Lecturers associated with the exam  

Programme management  

Examination board members  
Examination office staff  

Internal technical support staff  

Proctorio  Processor  Proctorio itself does not access exam 
recordings as data is stored using ‘zero-
knowledge’ encryption. On 24 June 2020, 
an independent Security Assessment 
concluded that ‘Proctorio appropriately 
implements ZeroKnowledge Encryption 
and never possesses the encryption keys 
for the audio/video data they store’. 
https://proctorio.com/about/datasecurity.   

Student  Provider / Data  

Subject  

  

  

1.6  INTERESTS IN PROCESSING OPERATIONS  
Describe all interests that the controller and others have in the intended data processing.  

- Fulfilling the UT’s duties under the Dutch Higher Education and Research Act (“Wet op 

het Hoger onderwijs en Wetenschappelijk onderzoek” (WHW)) to organise exams and 

avoid postponement of exams as much as possible, as this leads to study delay for 

students, accumulation of work for teachers and a shortage of spaces for taking exams at 

a later stage.  

- Fulfilling the need of education in distance and hybrid mode and therefore the need to 

securely organise remote exams.  

-      To detect and prevent fraud regarding remote exams.  

- To handle objection and appeal regarding the decisions of the Examination Board, 

including decisions that are made about cases of (possible) fraud.  

- Offer high quality exams to ascertain that students reach the program learning outcomes 

and the Diploma issuing is legitimate.  

https://proctorio.com/about/data-security
https://proctorio.com/about/data-security
https://proctorio.com/about/data-security
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- Sitting an exam remotely decreases costs and offers enhanced chances to lower the bar 

for access to education and gain admission to the UT. E.g. ITC offers online programs for 

professional development in developing countries.  

- In view of the increasing degree of infection from the Covid-19 virus, the UT sees a task 

for itself to limit the number of travel movements of its employees and students. By not 

taking exams on location (the UT), the number of travel movements of employees and 

students of the UT is limited, thereby meeting the government's desire to "work" from 

home as much as possible.  

  

1.7  PROCESSING LOCATIONS  
State in which countries the intended data processing will take place. In case the location is 

outside the EEA, also state what mechanism is used to assure an adequate level of protection.   

  

Processing operation  Parties involved  Location of 
processing  

In case location is outside 

EEA: mechanism to assure  

adequate level of 
protection  

Providing access to the 
online exam.  

Proctorio   The Netherlands 

and Germany 

(within EEA).  

  

inapplicable  

Verifying the student’s 
identity.  

Proctorio  The Netherlands 

and Germany 

(within EEA).  

  

inapplicable  

Streaming webcam images 
and audio, and possibly 
storage thereof.   

Proctorio  The Netherlands 

and Germany 

(within EEA).  

  

inapplicable  

Recording and analyzing 

data generated by the 

equipment that the 

student uses when taking 

the exam, such as screen  

activity  

Proctorio  The Netherlands 

and Germany  

(within EEA)  
  

inapplicable  

Capturing and analyzing 
images of the room in 
which the online exam is  

Proctorio  The Netherlands 

and Germany  

(within EEA)  
  

inapplicable  

Processing operation  Parties involved  Location of 
processing  

In case location is outside 

EEA: mechanism to assure  

adequate level of 
protection  

made and the objects 
contained therein  
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1.8  TECHNIQUES AND METHODS OF DATA PROCESSING  
Describe how and with which (technical) means and methods the personal data will be 
processed. State whether there is (semi-) automated decision-making, profiling or big data 
processing and, if so, describe what this consists of.  

−  
Personal data of students are exchanged via the internet between different parties. Data is 
exchanged (transport) only over TLS1.2 or 1.3, and is stored in a ISO27001 certified 
datacenter, using “zero-knowledge” encryption. (only UT has the key to decrypt)  

−  Online exams require the student to have access to equipment, software and network 
connection that meets certain requirements.  

−  Online proctoring software has behavioural tracking techniques, which are intended to 
prevent and detect fraud and to save the teacher time.  

−  Online proctoring software can use AI to signal possible fraud (or at least exceptions).  
Decisions are always made after at least one authorized person (UT staff) reviewing the data;  

−  Transmission into the data center is only over TLS 1.2 or 1.3.  

−  Data at rest within the data center is encrypted using AES-256 and is FIPS 140-2 compliant. All 
data centers are ISO 27001 certified, SOC 2 attested.  

−  The zero-knowledge encryption is secured using AES-GCM, using encryption keys never 
shared with Proctorio (means only UT can read the data of the UT, Not even Proctorio).  

−  Data is stored in the EU (Germany).  

  

1.9 LEGAL AND POLICY FRAMEWORK  
State the laws and regulations, with the exception of the GDPR, GDPR Implementation Act 

(UAVG) and the Directive, and the policy with possible consequences for the intended data 

processing.  

−  Higher Education and Research Act (WHW), in particular the provisions on the university’s 
tasks, exams and employee participation;  

−  Privacy Policy of the UT (see 
https://www.utwente.nl/nl/cybersafety/cybersafety/wetgeving/);  

−  Information Security Policy of the UT (see 
https://www.utwente.nl/nl/cybersafety/cybersafety/wetgeving/);  

−  UT’s Hybrid teaching approach/measures:  
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education  

−  Education and Examination Regulations (EER or in Dutch: Onderwijs- en Examenregelingen  
(OER);  

−  Rules and guidelines of the examination board.   

    
  

  

  

 

 

 

https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/nl/cyber-safety/cybersafety/wetgeving/
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
https://www.utwente.nl/en/ces/celt/toolboxes/Shaping-hybrid-education
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1.10 RETENTION PERIODS  
Determine and motivate the retention periods of the personal data based on the processing 

purposes.  

Category of personal 
data  

Processing purpose  Retention period  

Name  Authentication; establishing the identity 
of the student who will take an exam. 
This takes place before and during the 
exam, so the UT can establish who has 
taken the exam.   

30 days, unless the data needs to 
be maintained longer for a fraud 
investigation  

Student number  Authentication; establishing the identity 
of the student who will make an exam. 
This takes place before and during the 
exam, so the UT can establish who has 
taken the exam.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

E-mail address  Authentication; establishing the identity 
of the student who will make an exam. 
This takes place before and during the 
exam, so the UT can establish who has 
taken the exam.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

IP-address  To determine a student’s location for 
the purpose of substantiation or 
refuting decisions of the Examination 
Board, including decisions that are 
made about cases of (possible) fraud.  

30 days, unless the data needs to 
be maintained longer for a fraud 
investigation  

Data on student card  Authentication; establishing the identity 
of the student who will make an exam. 
This take place before and during the 
exam, so the UT can establish who has 
taken the exam.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Data on 

identification 

document (passport,  

ID-card)  

Authentication; establishing the identity 
of the student who will make an exam. 
This takes place before and during the 
exam, so the UT can establish who has 
taken the exam. Students will be 
instructed to cover sensitive 
information such as BSN numbers.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Student vow  Fraud prevention.   30 days, unless the data needs to 
be maintained longer for a fraud 
investigation  

Duration exam  Verifying the duration of the exam; 
ensuring that the exam is taken within 
the time allotted for the exam; provision 
of facilities to students in special 
circumstances.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  
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Audio-visual material 
(photo, webcam 
images, audio)  

Authentication; establishing the identity 
of the student who will make an exam. 
This take place before and during the 
exam, so the UT can establish who has 
taken the exam.  
  
Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board, 
including decisions that are made about 
cases of (possible) fraud.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Logging data actions 
of student during 
exam  

Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board, 
including decisions that are made about 
cases of (possible) fraud.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Screen recordings 
(printscreens or 
streams) of what a 
student sees on 
his/her monitor  

Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board, 
including decisions that are made about 
cases of (possible) fraud.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Keystrokes and/or 
mouse clicks  

Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board,  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

 including decisions that are made about 
cases of (possible) fraud.  
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Images of additional 
camera (for example 
of the space where 
the student works)  

Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board, 
including decisions that are made about 
cases of (possible) fraud.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

Data about website 
visits during the exam  

Fraud detection and prevention. 
Recording authentication, activity and 
work submitted by the student and  
checking this data to detect 
irregularities that may indicate possible 
fraud.  
  
Handling objection and appeal; for the 
purpose of substantiation or refuting 
decisions of the Examination Board, 
including decisions that are made about 
cases of (possible) fraud.  

30 days, unless the data needs to 

be maintained longer for a fraud 

investigation  

  

  

  

2.  LAWFULNESS OF DATA PROCESSING OPERATIONS  
Assess the legal basis, necessity and purpose limitation of the intended data processing 

operation and rights of the data subject.  

2.1  LEGAL BASIS  
Determine on which legal ground(s) the data processing operation is based.1  

In the event the UT uses proctoring to organise online exams due to corona measures, processing is 

necessary for the performance of a task carried out in the public interest or in the exercise of official 

authority vested in the controller (article 6, paragraph 1, sub e GDPR). The UT has the task of 

providing scientific education and it must in that context organize exams and ensure their quality 

based on the WHW (article 1.3 in conjunction with 7.10). The WHW provisions do not specifically 

describe which personal data may be used for which purposes when it comes to exams and, 

moreover, the WHW does not impose any specific rules on processing in the context of align exams 

with the GDPR. The GDPR does not require that either. The processing of personal data is 

unavoidable. The principle of 'task of public interest' demands that the UT assesses the necessity of 

each intended processing (proportionality and subsidiarity). This is done in this DPIA.  

In the situation that online proctoring is being used in the setting of education in distance and hybrid 

mode, processing is necessary for the performance of a contract to which the student (the data 

subject) is party. This regards a study agreement between the student and the UT. Education in 

distance and hybrid mode requires a secure environment to make online exams and in some cases, 

this requires proctoring software. The processing of personal data is unavoidable.  
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2.2  SPECIAL CATEGORIES OF PERSONAL DATA  
In the event special categories of personal data or criminal personal data are processed, 

assess whether one of the legal exceptions as mentioned in the GDPR applies.2 When 

processing a legal identification number, assess whether this is permitted.  

1 The GDPR contains the following 6 legal grounds for processing personal data:  
1. Processing is necessary for the performance of a contract;  

2. Processing is necessary for compliance with a legal obligation;  
3. Processing is necessary in order to protect vital interests;  
4. Processing is necessary for the performance of a task carried out in the public interest or in the exercise 

of official authority vested in the controller;  
5. Processing is necessary for the purposes of the legitimate interest pursued by the controller or by a 

third party;   

6. The data subject has given consent to the processing of his or her personal data for one or more 

specific purposes.   
2 The GDPR contains 10 exceptions to the prohibition on processing special categories of personal data, of which 

5 only apply if a legal basis has been created in national law. The 10 exceptions are:   
1. Someone has explicitly given consent for the processing of his / her personal data.  
2. (only if provided by law) The processing is necessary to perform obligations or exercise specific rights of 

the data subject (in the field of employment law, social security law and social protection law).  
3. Processing is necessary to protect the vital interests of the data subject or of another natural person. 

This only applies when the data subject is physically or legally unable to give his / her consent.  

  

  

 Although the Dutch Data Protection Authority (DPA) does not consider audio-visual material in all 

circumstance’s special categories of personal data, video recordings may contain sensitive 

information (for example about a person’s health, personal preferences or home situation).   

Images of the student will be used to identify the student. These images qualify as biometric data for 

the purpose of uniquely identifying a natural person as referred to in article 9 paragraph 1 of the 

GDPR. These data are considered special categories of personal data. Pursuant to Article 29 of the 

Dutch GDPR Implementation Act (“Uitvoeringswet AVG”), the prohibition to process biometric data 

for the unique identification of a natural person does not apply if the processing is necessary for 

authentication or security purposes. That situation occurs in this case.  

2.3  PURPOSE LIMITATION  
In the event personal data are processed for a purpose other than the original purpose, assess 

whether this further processing is compatible with the purpose for which the personal data 

were initially collected.  

Not applicable  

2.4  NECESSITY AND PROPORTIONALITY   
Assess whether the intended data processing operation is necessary for the realization of the 

processing purposes. In any case, consider proportionality and subsidiarity.   

a. Proportionality: is the invasion of privacy and the protection of the personal data of 

the data subjects in proportion to the processing purposes?   

b. Subsidiarity: can the processing purposes not reasonably be achieved in a different 

way that is less disadvantageous for the data subjects? State the considered 

alternatives.  
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Proctoring during corona crisis:  

It has been established that during the corona crisis, the organisation of all exams at the UT campus is 

impossible. Even for on-campus exams, a subgroup of students will be unable or not allowed to enter 

the exam hall if they have mild symptoms and/or are waiting for a corona test result.   

   

4. Data are processed by a foundation, association or other non-profit organization active in the political, 

ideological, religious or trade union field. Data are processed for legitimate activities and with 

appropriate safeguards.  

5. The personal data being processed has been made public by the data subject.  
6. Processing is necessary to establish, exercise or defend legal claims. Or data is processed by a court 

based on legal jurisdiction.   
7. (only if provided by law) The processing is necessary for a considerable public interest.  
8. (only if provided by law) The processing is necessary for purposes of a preventive or (occupational) 

medical nature (such as assessing fitness for work and / or providing healthcare).  
9. (only if provided by law) The processing is necessary for public health.  
10. (only if provided by law) The processing is necessary for archiving in the public interest, scientific / 

historical research or statistical purposes.  

  

  

Taking into account the interests of the UT (filling in duty of care and tasks of academic education) 

and the student (maintaining study progress), the UT can defend that exams have to be organised 

online and that the UT has to process personal data. All settings in Proctorio can be adjusted for each 

exam.  

Necessity and proportionality will be continuously reviewed to be able to scale down online 

proctoring whenever possible.  

Proctoring in situations other than the corona crisis:  

The UT also offers education and courses in distance and hybrid mode where the aim is to complete 

the programme online and receive credits and/or a certificate. Online proctoring is also used in 

professional courses.   

Others:  

It has been established that, based on the EER and the rules and guidelines of the examination board, 

students must be supervised throughout the exam. Taking that and fraud prevention into account, 

measures are needed for online exams. For exams with mainly factual knowledge questions or 

multiple-choice questions and exams where lab work, drawings and calculations are involved, 

proctoring seems to be the tool for this. It will only be employed if other, less invasive, options for 

fraud prevention are not enough.  Such less invasive options generally increase the risk for fraud 

(time-limited exams, open book exams, etc.) and/or increase lecturer workload (oral exams, multiple 

exam versions, etc.).   

In view of the statutory identification requirement of the student during exams (article 15.4 WHW), 

the UT can defend that it uses biometric personal data about the student (video recordings and 

photos) to establish one's identity before an online exam.  

The behavioural features of online proctoring are a great invasion of the student's privacy. Therefore, 

it is defendable that proctoring will only be used in emergency situations such as the corona crisis or 

other exceptional situations. In those situations, the UT must be able to demonstrate that other 

forms of (online) exams are not suitable and / or feasible and online proctoring is an effective 

alternative to offline exams. From the available effective solutions, the UT should choose the one that 
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has the least impact on the student's privacy. This means that the UT must choose the measures it 

applies to detect fraud, taking into account factors like if the vulnerability to fraud of the exam, the 

required certainty about the student's identity, the size of the group of students who have to take the 

exam and the possibilities for organising the exam differently.   

  

2.5  RIGHTS OF THE DATA SUBJECTS  
Indicate how the rights of the data subjects are implemented.3 If the rights of the data subject 

are restricted, determine which legal exception allows this.  

Right of access by the data subject   

In Proctorio, data subjects do not have a built-in option to view their own exam recordings. The right 

of access will be achieved through an internal process for cases where a student requests access.    

Right to erasure  

All gradebooks will be kept for a limited period only and deleted according to UT protocols after this. 

If the processing is not or no longer justified, it is possible that the data can be erased.   

Right to rectification   

The right to rectification will be implemented through an internal process where students can report 

possible issues that may be flagged by the AI. This could be achieved through a comment form inside 

the exam itself, or a central reporting process.  

Right to data portability   

If the UT processes personal data based on an agreement, students have the right to have the UT 

return this data to them digitally in a common file format.  

Right to restriction of processing   

The right to restriction of processing will be safeguarded by the central office. They will establish 

procedures to restrict data rather than erasing it in case of an ongoing fraud investigation.  

Right with regard to automated decision-making and profiling   

Automated fraud detection will serve only as one data point, and will be used by assessors and 

lecturers in combination with other data. If a suspicion about fraud arises, this will also be escalated 

to the board of examiners and will be handled according to its protocols.  

Decisions are always made with human intervention.    

 

3 The rights of data subjects are:  
1. Right of access by the data subject (to view personal data of the person concerned);  

2. Right to erasure (‘right to be forgotten’);  
3. Right to rectification (right to have the personal data of the person concerned changed / 

supplemented);  
4. Right to data portability (right to have personal data transferred to another party);  

5. Right to restriction of processing (right to have less data processed);   
6. Right with regard to automated decision-making and profiling (right to a human view on decisions);  
7. Right to object to data processing;  
8. Right on clear information about what is done with personal data.  
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Right to object to data processing  

If the UT processes personal data based on a task of public interest, data subjects have the right to 

object to this.   

Students who decline to participate in proctored online exams are not guaranteed an additional 

nonproctored exam option. The programmer will consider the individual student situations and the 

general circumstances the rest of the academic year in deciding how to allow students to be tested 

while meeting the criteria for reliability, validity and transparency.   

Right on clear information about what is done with personal data.  

The university will publish detailed information for students and lecturers on the university website. 

Students will also be notified via the online learning environment (Canvas) and will access the system 

in a practice setting before participating in their first proctored exam.  

  

3.  DESCRIPTION AND ASSESSMENT OF RISKS FOR 

DATA SUBJECTS  
Describe and assess the risks of the intended data processing for the rights and freedoms of 

the data subjects. Take into account the nature, scope, context and purposes of the intended 

data processing.   

3.1  RISKS  
Describe and assess the risks of the intended data processing for the rights and freedoms of 

the data subjects. In any case, consider:   

a. what negative consequences the data processing may have on the rights and freedoms of 

the data subjects;  

b. the origin of these consequences;   

c. the likelihood (chance) that these consequences will occur;   

d. the severity (impact) of these consequences for those involved when they occur. Take into 

account the nature of the personal data, the nature of the processing and the purposes for 

which the data are processed.  

In the diagram below, the qualification (low, medium and high), with regard to the questions 

under c. and d. are displayed. The assigned qualification is indicated on nature of the personal 

data, the nature of the processing and the purposes for which the data are processed. In 

Chapter 4 of this DPIA, the measurements and residual risks related to the risks mentioned 

below are described and further elaborated.   

  

Data minimisation   

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences will 
occur (low: 
(almost) never; 
medium: in some 
cases; high: 
(almost) always)  

Impact of 
consequences 
when they will 
occur (low: 
(almost) no 
impact; 
medium: some 
impact; high: 
high impact)  
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Personal data will be 
used for other 
purposes; use of 
personal data is not 
transparent  

Recordings are used for the 
purposes as mentioned above, but 
there is a risk they will also be used 
for other purposes. For example, 
teachers might interpret the 
recordings in the light of a 
student’s overall performance and 
use it as input for an overall 
judgement or opinion of the 
student.  

Medium  Medium  

Collecting sensitive 
personal data  

Audio-visual recordings of a 
student are captured. Sensitive 
personal data can be recorded 
which may not be used for the 
processing purposes. Examples 
are: a person wearing a headscarf 
or campaign material of a political 
party is visible.    

Medium  Low  

Unnecessary 
recording of proof of 
identity   

A student must identify him- or 
herself prior to the exam. Students 
login with their UT account. This 
account may not be shared or 
otherwise misused. Students must 
also show their student card in 
order to provide sufficient 
certainty about the student's 
identity. When a student card is 
not available, the student can also 
obtain his/her proof of identity 
(passport, identity card, driving 
license). This shows data, such as 
the student’s BSN, which are not 
necessary for identification. 
Although students will be 
instructed to cover up this data, 
there is a certain level of risk that  

Low  High (processing 
of BSN is only 
allowed when 
this is permitted 
by law)  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences will 
occur (low: 
(almost) never; 
medium: in some 
cases; high: 
(almost) always)  

Impact of 
consequences 
when they will 
occur (low: 
(almost) no 
impact; 
medium: some 
impact; high: 
high impact)  

 this instruction will not be 
followed.  
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Registration of screen 
activity  

The displayed image from the 
student’s screen may be recorded 
and viewed to monitor the 
student’s behaviour on his/her 
PC/laptop, so the UT can monitor 
whether the screen only shows the 
exam and any permitted sources. 
This way, it will be less appealing 
to commit fraud. The risk is low, 
because, in the event the student 
is not committing fraud, the screen 
normally only shows the test and 
permitted sources. The UT will 
inform the students about the 
screen recording.  

High  Low  

  

Data quality  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

Technical issues with 
the student  

A student uses his/her own 
PC/laptop and internet. The UT 
currently does not impose any 
requirements to the equipment 
and network connection of a 
student. It is possible that a 
student experiences problems with 
his/her PC/laptop or network 
connection or that due to for 
example a low webcam resolution, 
a student’s identity and actions are  

Medium  High  

 not clearly visible. This means that 
identification and monitoring 
actions of the student is not 
possible. Detection of fraud will not 
be possible. This might affect the 
validity of an exam. The question is 
whether the UT can defend that 
this is the student’s risk.  
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Shortcomings by the 
supervisor  

Supervisors may overlook certain 
irregularities when reviewing 
recordings. Some fraudulent 
behaviour will be difficult to spot, 
and may not be caught by less 
experienced supervisors. 
Depending on exam size and 
programme guidelines, some 
reviews may only be a spot check 
instead of a full review, potentially 
leading to fraud being overlooked.  

High  Medium  

  

Security  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

Access to recordings  It is possible that unauthorised 
people might have access to 
recordings of students.   

Low  Medium  

  

Storage limitation  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

Adherence to 
retention periods   

Retention periods of recordings and 
other data have been established, 
but need to be implemented 
throughout the organization. This 
may lead to data being stored 
longer or shorter than necessary.   

Medium  Medium  

  

Necessity and proportionality  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  
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Online proctoring 
might be a 
disproportionate 
infringement on 
students’ privacy in 
situations other than 
during the corona 
crisis.  

Necessity of use of online 

proctoring in other situations than 

during the corona crisis needs to be 

clearly established for all current 

and future use cases.  

  

High  High  

  

Provision of information to the data subject  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

Insufficient provision 
of information about 
the processing 
operation  

Pursuant to articles 12 – 14 GDPR, 
students must be informed about 
the processing of their personal data. 
For online proctoring, a website is 
available containing all required 
information pursuant to the GDPR. 
This will be published when online 
proctoring will be used.  

Low  Medium  

  

Rights of data subjects  

Negative 
consequences on 
rights and freedoms of 
data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

Disadvantage for 
students with 
functional limitations  

The UT is required to enable 
students with functional limitations 
to make exams. It is not clear yet 
how this obligation can be met with 
online exams.   

Low  Medium  

Review irregularities is 
not clear  

Irregularities can occur and they 
may indicate potential fraud. It can 
be very clear that it is fraud, for 
example when it is visible that a  

Low  High  
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 student consults sources that are 

not permitted. Certain irregularities 

however are not necessarily fraud, 

such as a malfunctioning webcam, 

a computer crash or the entrance 

of a person into the room where 

the person is making an exam.  

Furthermore, examiners might rely  

on the advice of the online 
proctoring software too much, as 
this might not be as strict as the UT 
requires.  

  

Algorithm method is 
unclear  

Online proctoring solutions use an 
algorithm to detect irregularities. 
The basis and logic of this 
algorithm is not yet clear. This can 
lead to advices that cannot be 
explained to teachers and students. 
Furthermore, examiners might rely 
on the advice of the online 
proctoring software too much, as 
this might not be as strict as the UT 
requires.  

High  Low  

Possibilities of access 
to personal data 
unclear  

It is unclear whether and under 
which conditions the students has 
access to his/her personal data that 
is recorded for the purpose of 
detecting fraud. A student must be 
able to defend his/herself if a 
decision has been made based on 
detected irregularities during an 
exam. Students may not be able to 
defend themselves if not all 
information on which the decision 
is based is made available.   

High  Low  

Interpretation of right 
to object to online 
proctoring  

Students may object to making 
exams with online proctoring 
software because of the used 
techniques that are infringing the 
students’ privacy. Students then 
have to choose between the 
infringement of their privacy or 
study delay. Students have the 
right to object based on article 21 
GDPR. It is not clear how the UT  

Medium  Medium  
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 will handle this and if any 
alternatives can be offered to the 
student.  

  

  

  

Processors/transfers  

Negative 
consequences on 
rights and freedoms 
of data subjects  

Origin of consequences  Chance 
consequences 
will occur  

Impact of 
consequences 
when they will 
occur  

No solid agreements 
with processors  

The supplier of proctoring software is 
a processor. The GDPR requires that 
binding agreements must be 
implemented for the protection of 
personal data. A recent market 
analysis shows that suppliers of online 
proctoring may use the personal data 
for their own purposes. If this is not 
done at an aggregated level, this is a 
risk for the protection of the students’ 
privacy.   

Low  High  

Processing of personal 

data outside the 

scope of the  

GDPR  

Personal data may be processed 
outside the territorial scope of the 
GDPR. Images may for example be 
analysed by a company located 
outside the EEA. It is not clear whether 
an appropriate level of protection of 
personal data is guaranteed.  

Low  

  

High  

  

    

  

4.  DESCRIPTION OF PROPOSED MEASURES  
Describe the intended measures to address the above-described risks of the intended data 

processing for the freedoms and rights of the data subjects.  

  

4.1  MEASURES  
Assess which technical, organizational and legal measures can reasonably be taken to prevent 

or reduce the risks described above. Describe which measure tackles which risk and what the 

residual risk is after the measure has been implemented. If the measure does not fully cover 

the risk, justify why the residual risk is acceptable.  
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Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  

Personal data will 
be used for other 
purposes; use of 
personal data is not 
transparent  

The UT wants to limit the use of personal 

data for other purposes than the initial 

purposes as much as possible (‘further 

processing’). In case it is desired to further 

process the personal data, the UT needs to 

examine whether the other purpose is 

compatible with the initial purpose of 

processing. If necessary, a DPIA will be 

drawn up as well.   

The UT needs to enter into a data 

processing agreement (DPA) with the 

supplier. The DPA describes the processing 

purposes. The DPA must also state that the 

supplier may not use the personal data for 

its own purposes.   

The UT only uses behavioural tracking 

techniques for the prevention and 

detection of fraud and the handling of 

potential fraud cases. To technically enable 

this, the UT must manage data centrally 

and strictly regulate authorisations. This 

requires a central service within the UT.  

The UT will establish central protocols for 
reviewing recordings that must be followed 
by all staff.  

There is always a risk that 
unconsciously, teachers might 
be influenced by certain 
personal data or knowledge of 
the student or the student’s 
overall performance. All 
possible measures are taken, 
but this residual risk is 
inevitable.  

Collecting sensitive 
personal data  

The UT wants to limit the processing of 
sensitive personal data as much as possible. 
Students will be instructed prior  

It is possible that students will 
not adhere to the instructions. 
A teacher’s vision of a student  

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  

 to the exam to make sure no features or 
objects that may contain sensitive data are 
visible during the exam. This will also be 
included in central policies/procedures that 
will be brought under the attention of 
students prior to the start of the 
study/course.  

however is not solely based on 
the recordings. The UT will 
instruct students, but the 
students also have their own 
responsibilities.    



DPIA PROCTORING   24 / 31  

Unnecessary 
recording of proof 
of identity   

Students are obliged to identify themselves 

when taking an exam. Pursuant to article 

15.4 of the WHW, the UT can demand from 

students that they will identify themselves 

by stating name, address and a proof that 

the student is entitled to make the exam. 

With online exams and online proctoring, 

students will login with their accounts. They 

are in first instance identified by their 

account. Account data can easily be 

provided to other persons. Therefore, the 

UT requires students to identify themselves 

with their student cards. In the event the 

student does not have a student card, 

he/she can identify him/herself with a 

proof of identity (passport, ID card or 

driving license). As this will be recorded, 

this will be stored as well. However, a proof 

of identity shows more information (like a 

BSN) than necessary. Therefore, the use of  

proof identity is only allowed if this 
sensitive information is covered by the 
student and not visible in the recording. For 
students with a Dutch proof of identity, this 
can be done by an ‘ID cover’ for example. 
The UT must have clear rules for the use of 
proof of identity.   

It is possible that students will 
not adhere to the instructions. 
The UT will instruct students, 
but the students also have 
their own responsibilities.  

Registration of 
screen activity  

Registering the student's screen activity can 

be an effective measure to avoid and 

detect fraud. If a student is recorded using 

unauthorised sources or programs, it is 

quite clear to prove this is fraud. No 

sensitive data is processed: for students 

who do not commit fraud, the screen only 

shows the exam and permitted sources.  

Full screen mode can be used for certain 
exams, but it is not sure whether this is  

It is possible that the student’s 
screen activity (also) shows 
other applications (including 
forbidden sources or 
programs). In that case these 
other applications can be seen 
by supervisors. The UT will 
inform students about this 
process, but the students also 
have their own responsibilities.    

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  

 bulletproof, as you might still see popups 
for example.   

Students will be instructed to not run any 
processes that are not necessary for the 
exam. They will be made aware that 
everything they do during the exam, can be 
seen by supervisors.  
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Technical issues 
with the student  

When a student enrols with the UT, the UT 

does not set any requirements for the 

student’s devices and network connection. 

The UT does expect a student to make sure 

he/she has suitable facilities. The UT can 

help students with testing their devices and 

connections.   

The UT must have clear rules on what 
happens in case the student has technical 
problems and cannot complete an exam. 
The UT can possibly support students by 
loaning devices if necessary.   

There is a residual risk of 
computer / network problems. 
This is acceptable as long as all 
reasonable measures have 
been taken to prevent this, 
and when guidelines are clear 
about the student’s remedy 
options.  

Shortcomings by the 
supervisor  

Supervisors will receive training so they 
understand the reports produced by the 
proctoring system. False positives will be 
corrected by further investigation by other 
parties (e.g. board of examiners). False 
negatives will be avoided by ongoing 
training and central support.  

The residual risk of missed 
fraud is in line with the risk 
that also exists in a live, 
supervised exam setting.  

Access to recordings  The UT must decide who is authorised to 
have access to what personal data. This 
must be clear prior to processing and it 
must be centrally organised. Access will 
only take place through the encrypted 
proctoring application, and data will not be 
stored in other locations.  

The access will, to the 

maximum amount possible, be 

set per exam and for each  

individual lecturer / supervisor. 
Risk of records falling in the 
wrong hands is therefore 
minimal.  

Retention periods 
have not been 
established  

The UT must determine retention periods 

for the processed personal data. Personal 

data used for fraud detection will be 

removed as soon as it is clear that no fraud 

has been committed and no irregularities 

have been reported. The retention period  

will be set at the review period in 
combination with the period set for 
objections and appeals.  

There is some residual risk in 
the limitations in the software. 
It may not be possible to 
retain an individual student’s 
recordings and delete the data 
for the rest of the exam. This 
risk is acceptable as this will 
be addressed with the supplier 
with high priority. The supplier 
will be asked to create the  

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  
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 In the event of fraud or irregularities, an  
Examination Board must examine the case. 

In the event the Examination Board decides 

to start a procedure, the UT may use the 

data for the duration of that procedure. In 

case the Examination Board decides not to 

start a procedure, the retention period 

mentioned in the first paragraph will be 

used. This period starts after the decision 

by the Examination Board has been made.  

In order to monitor the clean-up of 
personal data effectively, it is essential that 
the data will be managed centrally. This 
should be included in a central protocol and 
brought to the attention of teachers and 
Examination Boards.  

possibility to retain an 

individual student’s recordings 

and delete the data for the 

rest of the participants in the 

exam.   

An additional risk exists that 
individuals may want to store 
recordings outside the 
encrypted environment. This 
risk will be mitigated by 
protocols.  

Online proctoring 
might be a 
disproportionate 
infringement on 
students’ privacy in 
situations other 
than during the 
corona crisis.  

The UT will protocol the need for the use of 
online proctoring in situations other than 
during the corona crisis for all current and 
future use situations. In permitted 
situations, the necessity of using proctoring 
must be clearly explained. If necessary, a 
DPIA will be prepared for specific situations.  

By establishing protocols for 
the use of online proctoring in 
situations other than during 
the corona crisis, for all 
current and future use 
situations, the UT minimises 
the risk of disproportionate 
use of online proctoring. 
Nevertheless, there is a 
residual risk of using online 
proctoring, which could result 
in a disproportionate 
infringement on students' 
privacy. However, this risk is 
limited and therefore 
acceptable.  

Insufficient 
provision of 
information about 
the processing 
operation  

The UT must prepare a specific privacy 

statement for online proctoring. This 

statement must describe:  

- Identity and contact details of 

controller;  

- Contact details of data protection 
officer;  

- Purposes and legal ground of 
processing operation;  

- In the event the legal ground is  
‘legitimate interest’: an explanation of this  

The residual risk is that not all 
information about the 
processing operation will be 
available at the time the first 
proctoring exams are 
scheduled. The UT will 
mitigate this by addressing all 
aspects in a privacy statement, 
indicating clearly which types 
of information may be added 
at a later date. Another risk is 
that staff and students do not 
understand  

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  
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 legitimate interest (what interest 
specifically);  

- (Categories of) recipients of the 
personal data;  

- Whether the personal data will be 

transferred outside the EEA;  

- Retention period of the personal 
data;  

- Rights of data subjects;  

- Right of data subject to lodge a 

complaint with the Dutch Data Protection 

Authority (Autoriteit Persoonsgegevens);  

- Whether the data subject is obliged 

to provide personal data and what the 

consequences are in case the data subject 

does not provide the personal data;  

- Whether automated decision 
making, including profiling, is used and how 
decisions are made;  

- In case personal data is provided by 

other organisations: the source of the 

personal data and whether the personal 

data are provided by a public source.  

Student representation bodies must be 
involved in the preparation phase so there 
will be as much consensus as possible.  

what the information 
provided means for them 
personally. The UT will 
mitigate this by providing clear 
information about the 
processing operation to the 
students.  

Disadvantage for 
students with 
functional 
limitations  

In some cases, students with functional 

limitations are not able to make an online 

exam. The UT should investigate whether it 

is possible to have the student make the 

exam at the UT.  

For functional limitations connected to 
online exams, and not covered by the 
current Students’ Charter and EER, extra 
articles will be added to these regulations.  

Functional limitations must be recognized 
as proper ground to individually object 
against online proctoring during the exam.  

Although the UT has up-
todate information about 
students with special 
provisions, some students may 
need different treatment for 
remote exams that are not 
registered because this is a 
new situation. This will be 
mitigated by an expansion of 
the special provisions charter.  

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  
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Review of 
irregularities is not 
clearly defined  

The UT needs to evaluate the various 

irregularities that can be detected with 

online proctoring. The UT needs to draw up 

a policy, describing how the UT will look for 

and deal with irregularities. The potential 

sanctions on fraud should be clear, but the 

Examination Board will continue to have the 

right to judge each case individually. 

Examiners must be instructed to critically 

review advice from online proctoring 

software. They must be supported by a 

central service for online exams to help 

them to interpret irregularities and further 

investigate suspicions of fraud.   

Sanctions based on article 7.12b WHW may 

not be imposed only based on  

irregularities; the UT must be able to prove 

the student was committing fraud. The 

decision must be properly motivated. In the 

event the examiner or the Examination 

Board decides negatively for a student, the 

student should have access to the 

recordings showing the irregularities. That 

way, a student is better able to defend 

him/herself against the decision.  

With live proctoring, if an irregularity 

occurs, the UT can directly ask a student for 

clarification. The student can immediately 

respond.   

Despite these measures, it remains possible 
that unjustified suspicions of fraud can arise 
that a student cannot refute.   

A residual risk is that there will 

always be a grey area where 

fraud cannot be proven 

entirely, and that different 

examination boards will judge 

cases differently. This is 

acceptable because this is 

established practice for 

examination boards in other 

cases as well, and clear 

guidelines will be provided to 

minimize individual 

differences.  

Another risk is that examiners 
will look for irregularities 
based on the perceptions they 
have of the student during the 
educational activities. This bias 
should be banned as much as 
possible through a clear policy 
and practical guidelines.   

Algorithm method is 
unclear  

Article 22 of the GDPR states that a data 

subject has the right not to be subject to a 

decision based solely on automated 

processing, including profiling, which 

produces legal effects concerning him or 

her or similarly significantly affects him or  

her. A decision based on detected 
irregularities must therefore always be 
reviewed by a person. An irregularity 
detected by an algorithm must also be 
assessed by an examiner. The online 
proctoring tool only provides an advice, not 
a decision. The examiner is authorised to  

The residual risk is that the AI 

will be insufficiently explained 

by the provider, or that not all 

possible use cases can be 

tested before the proctoring 

solution is first used. 

Mitigating efforts will be 

regular audits.  

There is a risk that the 
Examiner interprets the results 
wrongly because he/she does 
not understand  

 

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  
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 report the irregularity to the competent 
Examination Board, which will decide.  

In order to make sure the UT will properly 

assess the detected irregularities, the UT 

needs to know how the algorithm works. 

The supplier must provide the required 

information.   

If the UT uses AI, the students must be 

informed about this. The UT will not provide 

a detailed explanation on how the 

algorithm works, because this can be 

misused to commit fraud.  

The effectiveness of the algorithm should 
be periodically demonstrated by way of 
audits.  

the algorithm method 
properly. This risk is acceptable 
because any fraud  
cases will be further 

investigated by the  

Examination Board.   

Possibilities of 
access to personal 
data unclear  

The UT should have a central facility where 
the personal data is recorded. The UT must 
have clear agreements with online 
proctoring suppliers regarding the transfer 
of data in a useful format. The UT must 
assess compliance with these agreements.  

The residual risk is that 
transfer of recordings to a 
useful format may not initially 
be possible as a standard 
feature, and that other 
(imperfect) solutions need to 
be found to ensure this right. 
As this will be taken up with 
the provider with high priority, 
the UT finds this risk 
acceptable.  

Interpretation of 
the right to object 
to online proctoring  

The student has the right not to participate 
in an online proctored exam, provided that 
the student informs the UT about this prior 
to the exam. The UT must inform the 
student about this possibility and its 
consequences. The consequence will 
generally be that the student needs to wait 
for the next scheduled physical exam. In 
some exceptional cases, the program may 
decide to offer an alternative examination 
option. This will be at the discretion of the 
Examination Board.  

Students may object to the processing 
during or after the exam. These objections 
will be assessed individually.   

Students can also object solely to the 
processing of personal data for the purpose 
of fraud detection. Should that happen, the  

Residual risk is that students 
are not aware of their rights at 
the time of their first 
proctored exam. This will be 
mitigated through central and 
individual communication.  

Risk  Technical, organisational and legal 
measures  

Is there a residual risk? If so, 
why is this acceptable?  
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 UT is not required to maintain the validity 
of the exam, as Examination Boards must 
be able to detect fraud with all exams and 
they must be able to vouch for the quality 
of the reviewed exams.   

 

No solid 
agreements with 
processors  

The UT will enter into a data processing 
agreement (DPA) with the supplier of the 
chosen online proctoring software. The UT 
can demand an audit, at least annually, in 
order for the supplier to demonstrate 
compliance with the DPA. It is also possible 
that the UT will accept an audit that has 
been performed on behalf of all customers 
of the supplier.   

There is a small risk that the 
company offering the online 
proctoring software does not 
live up to the agreements. In 
that case, this company 
commits a breach of contract. 
The UT will then take (legal) 
steps to enforce compliance 
with the agreement and - if 
necessary - possibly terminate 
the cooperation with the 
company in question.  

Processing of 
personal data 
outside the scope of 
the GDPR  

The UT want to limit processing outside the 
territorial scope of the GDPR as much as 
possible. In the event transfer outside the 
EEA are necessary, it should be 
demonstrated that measures are in place to 
assure an adequate level of protection.   

Although Proctorio ensures 

data processing for European 

customers will only take place 

within the EEA, there is a 

residual risk because the 

parent company is based in 

the USA. A Data Processing 

Agreement (DPA) should 

mitigate this risk, because in 

the DPA will be agreed that 

processing will then take place 

within the EER.  There is a 

small risk that the company 

offering the online proctoring 

software does not live up to 

the agreements. In that case, 

this company commits a 

breach of contract. The UT will 

then take (legal) steps to 

enforce compliance with the 

agreement and - if necessary - 

possibly terminate the 

cooperation with the company 

in question.  
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5.  CONCLUSION  

The Dutch Higher Education and Research Act (WHW) stipulates that various units within the 

organisation of the University of Twente must be involved in the substantive and practical 

organization of exams. The Executive Board, Faculty boards, Program committees, Examination 

committees and representative advisory bodies, in which also students are represented, all share 

responsibility for the examination progress. The DPIA team commends the findings of this report to 

them so that the adopted proctoring measures can be embedded in the solutions for online exams 

set up by the University of Twente.   

  

The DPIA has concluded that the measures described generally pose a low to medium risk to the 

protection of the rights and freedoms of the student. Suspicions of fraud can lead to decisions that 

are disadvantageous to the student, even if they are no sanctions. The impact in such a case remains 

significant (study delay, possible reputation damage) and is a greater risk during online proctoring 

than in a live exam setting. Online proctoring can identify multiple types of irregularities that can lead 

to doubts. Online proctoring can only be successfully implemented when there is strict compliance 

with the proposed measures as listed in chapter 4 of this DPIA. Strict adherence to the measures 

makes it possible, despite the possible risks as listed in chapter 3 of this DPIA, to use online proctoring 

as a replacement for physical exams. In case the UT wishes to use Proctorio in situations other than 

described in this DPIA, a new DPIA must be made, as the necessity of using Proctorio must be clear. 

Also, in the event the UT wishes to use other proctoring solutions than Proctorio, a new DPIA must be 

made.    

  

The DPO (FG) participated in the DPIA as a member of the DPIA team. Therefore, her advice is 

incorporated in this report and is not described separately. The DPO does not have a position that 

deviates from what is described in this report.  

  

  


