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Agenda

® |nternet as a critical service
® Cloud centralization

® Using Internet measurementto study resilience strategy



Internet as a Critical Service




Internet as a Critical Service
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How Internet works: DNS
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How Internet works: CDN
How Does a CDN Work?
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Internet Outage: Dyn -- DNS service provider

® Affecting users of
Twitter, SoundCloud,
Spotify, Netflix, Reddit,
Pagerduty, Shopify,
Disqus, Freshbooks, Vox
Media, PayPal, Etsy,
Github, Heroku, Time,
PlayStation, the
Intercom app and more. % 0
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Internet Outage: Google Cloud Platform

Google Cloud Platform Outage
Downdetector® | November 16, 2021
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Internet Outage: Akamai —CDN service provider
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Large Cloud Outages = Larger Internet Outages

more at downdetector.com



Cloud centralization




Basic Concept of Cloud: Virtualization

Virtual Machines Virtual Machines Virtual Machines
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Basic Concept of Cloud: Distribution
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Basic Concept of Cloud: Distribution
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What's the catch?

Multitenancy =2 isolation failure, co-resident attack, collateral damages
Distributed = cross-border data location, compliance
Replicated = permanent deletion problem

Outsourcing = cloud malicious insider, business termination, compliance



Cloud Centralization

Highly centralized market
Large cascading effect
Single points of failure

Outage triggers
® Accidental errors

® Malicious attack
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Verdict

Using cloud with caution and awareness
Implement additional measures for better resilience
Network managers make decisions to promote resilience

Understanding resilience strategy using Internet measurement
® Cloud provider selection
® Infrastructure location

® Infrastructure replication and distribution



Using Internet measurement to study
resilience strategy
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Case: Russia-Ukraine conflict
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Case: Russia-Ukraine conflict

Initial Registrant Hrames Final Location

Location Country RU US DE UA AU NL
RU 25249 93% 3% 1% 0% 0% 2%

UsS 9,742 34% 32% 16% 0% 13% 2%

IS 1,925 14% 65% 9% 1% 0% 4%

RU JP 1,511 0% 24% 75% 0% 0% 0%
UA 1,204 37% 11% 11% 29% 0% 5%

CN 1,081 7% 47% 41% 0% 2% 0%

PL 719 0% 2% 82% 0% 0% 0%

UA 4273 1% 3% 4% 86% 0% 2%

[ONS 1,244 5% 43% 16% 15% 12% 5%

IS 496 1% 58% 7% 22% 1% 6%

UA RU 471 66% 10% 5% 9% 0% 5%
JP 240 0% 18% 81% 0% 0% 0%

CN 191 0% 56% 34% 1% 4% 0%

PL 84 0% 6% 65% 6% 0% 1%




i:Single IP (47k) f:Single IP (37k)|

—i:Multiple 1P (3K) f:Multiple IP (13k)[]
(a) Move away
1:Single IP (125k) f:Single IP (124k)
mmi:Multiple IP (13k) f:Multiple IP (14k)mm

(b) Stay inside or move into

Case: Russia-Ukraine conflict

1:Single Location (50k) t:Single Location (46k)

—i:Muttiple Location (53) f:Multiple Location (4k)==

(a) Move away

1:Single Location (138k) f:Single Location (138k)

—t:Multiple Location (31) f:-Multiple Location (34—

(b) Stay inside or move into



Thank you!

Contact: m.y.m.hag@utwente.nl
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