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Online proctoring is a form of digital assessment that allows an exam to be 
taken from any location. Online proctoring software promises to allow 
students and course participants to do their exams anywhere (e.g. at home) 
in a more secure and reliable way. Monitoring software, video images and 
the ability to monitor the student’s screen should limit them from engaging in 
fraud.

(source: https://www.surf.nl/files/2019-04/whitepaper-online-proctoring_en.pdf)
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WHAT IS PROCTORING?

https://www.surf.nl/files/2019-04/whitepaper-online-proctoring_en.pdf
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WHY PROCTORIO?

Comparison between different proctoring systems, based on:
 Experiences of other higher education institutes (SURF webinars)
 Functionalities
 Technical aspects
 GDPR law
 Integration with Remindo (UT exam application) is possible



 Initial idea: Asking students to volunteer in a proctored exam. There was 
only one student who wanted to volunteer in this test.

 Final test set up: TAs were proctored by Proctorio during an exam 
simulation. They were asked to perform some fraudulent actions during 
the exam. A list of cheat options was given, but they were also asked to 
think about other cheat options. After the test, the recordings 
were analyzed by the project group.*
* The project group did not know in advance which cheat options were used by the TAs.
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TEST SET UP



The TAs who participated in the test gave the following feedback concerning 
technical aspects:
 It is relatively simple to hide notes or even communicate undetected
 Proctoring still discourages cheating because students know they are 

being watched and the risk is too high
 The process (instructions) was not a problem for most of them. One 

student failed to log in.
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TA FEEDBACK (TECHNICAL ASPECTS)
STUDENT PERSPECTIVE



 Be very clear and transparent to take away students’ fears about data 
protection (they don’t know GDPR law and worry their data could end up 
anywhere)

 Make clear that this system was selected only after careful consideration 
and thorough research, including student consultation

 They personally didn’t mind that much that they were being recorded
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TA FEEDBACK (PRIVACY ASPECTS)
STUDENT PERSPECTIVE



Cheat options Possible reduction 
by proctoring

Contact with others - by smartphone Medium high
- by a browser-based tool High
- by a desktop app High
- in person Limited

Using (study) 
materials

- via the internet High

- on paper Limited
Virtual desktop To be tested
Hide background 
processes

No reduction
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OUR FINDINGS



 There is a thin line between conspicuous behavior and fraud, which 
can make it hard to prove fraud.

 During the test, it was difficult to determine with 100% certainty when 
students were cheating. Other universities also report that proctoring has 
not yet led to fraud convictions.

 Clear rules need to be in place prior to starting proctoring. Examination 
boards and education staff will need to be trained and create guidelines 
before any proctored exams take place.
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POLICY



 Traditional cheating options are more feasible than technical options
 Clear communication about data and privacy is 

a primary condition for continuation to get broad acceptance of proctoring
 Based on this test, Proctorio seems a suitable tool for proctoring
 Proctoring in Q4 is unlikely due to the complexity of the steps that still 

need to be taken (including policies, GDPR, communication, etc.)

28/5/20Footer text: to modify choose 'Insert' (or ‘View’ for Office 2003 or 
earlier) then 'Header and footer'
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SUMMARY



 What is the future of proctoring? Different use cases are possible:
 All students of the course take the exam with proctoring
 Used as a hybrid solution (part of students take exam with 

proctoring, others go to campus)
 Only used in individual cases (e.g. student that cannot come 

to campus; admissions office)
Decision to move forward will depend on other stakeholders in the 
organization

28/5/20 11

NEXT STEPS



QUESTIONS?
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