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I. Introduction

The increasing demand for more reliable and convenient se-
curity systems generates a renewed interest in human iden-
tification based on biometric identifiers. We identify three
security and privacy threats that arise from the use of bio-
metrics: i) Impersonation by means of artificial biometrics
based on stolen templates. ii) Compromised biometrics, are
compromised forever. iii) Biometric data contain sensitive in-
formation about an individual.

In this paper, we present a general algorithm that guaran-
tees privacy protection of biometric templates. Some special
examples of this algorithm have been studied in [1, 2, 3] and
a more general approach is given in [5, 6]. These systems
are all based on the use of a one-way transform and helper
data, which is used to achieve noise robustness at the input of
the one-way transform. We analyze the principle behind all
these systems, identify fundamental performance bounds and
propose an algorithm that achieves these bounds.

II. Model and Definitions

The biometric templates obtained during enrollment are de-
scribed by sequences of n i.i.d random variables belonging to
some alphabet X which can be either continuous or discrete.
A hashed form of the template is stored together with helper
data in a database that is vulnerable to attacks from the out-
side as well as from the inside (malicious verifier). During the
authentication phase an attacker is able to present artificial
biometrics at the sensor. Authentication measurements are
modelled as observations through a noisy memoryless channel
and its results are described by a random vector Y n ∈ Yn.

Definition 1 (Secret Extraction Code (SEC)) Let
n, ε > 0. An (n, |S|, ε) Secret Extraction Code C, defined on
Xn × Yn, is an ordered set of pairs of encoding and decoding
regions

C =
{

(Ei,Di)
∣∣∣i = 1, 2, . . . , |S|

}
, (1)

where Ei ⊆ Xn and Di ⊆ Yn, such that Ei ∩ Ej = ∅, Di ∩
Dj = ∅, ⋃

i Di = Yn, for i, j = 1, 2, . . . , |S|, i �= j and
PY n|Xn(Di|xn

i ) ≥ 1 − ε, for all xn
i ∈ Ei and i = 1, 2, . . . , |S|.

III. Secure Biometric Authentication
Algorithm

We present the Secure Biometric Authentication (SBA) algo-
rithm that generalizes the examples given in [1, 2, 3].

Let C be a finite collection of SECs on X n × Yn. The
collection of SECs is made available in both the enrollment
and the authentication phase. Furthermore, for xn ∈ Xn we
define Φxn ⊆ C as follows. A SEC C = {(Ei,Di)}|S|

i=1 ∈ Φxn

iff xn ∈ ⋃
i Ei. The collection C is used as follows.
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Enrollment The following steps are performed for all users
m = 1, 2 . . . , M :

i) The biometrics xn
m of user m are measured.

ii) Choose a SEC C at random in Φxn . Define the helper
data wm as the index of this SEC C. If Φxn = ∅, a SEC is
selected at random from C.

iii) Given a SEC C = {(Ei,Di)}|S|
i=1, the secret sm is

defined as follows, sm = i if xn ∈ Ei. For Φxn = ∅, sm is
chosen at random.

iv) A one-way function F is applied to sm. The data
F (sm) and wm are stored in the database.
Authentication Given an identity claim m and a mea-
surement yn of the biometrics of a user, the following steps
are taken:

i) The database information F (sm) and the helper data
wm are retrieved.

ii) The SEC C(wm) is used to derive a secret vm as follows
vm = i if yn ∈ Di.
If F (vm) = F (s) the user is positively authenticated.

In order to prevent impersonation we require that W gives
no information on S. The secrecy capacity Cs is defined as
the maximal rate Rs = 1

n
log |S| such that for all ε > 0

and sufficiently large n there exists algorithms that achieve
i) Pr{V �= S} ≤ ε, ii) I(W ; S) < ε and iii) 1

n
H(S) ≥ Rs − ε.

Theorem 1 The secrecy capacity of a biometric authentica-
tion system is given by, Cs = I(X; Y ).

Let Rid = 1
n

log M and define Cid the identification capacity
according to [4].

Theorem 2 The SBA-algorithm meets the necessary security
requirements i), ii) and iii) given above and achieves Rs = Cs

and Rid = Cid = I(X; Y ).

A more in-depth treatment of this work is given in [6].
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