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Abstract

Agriculture is central to the survival and comfort of the human race. In recent decades tremendous
advances in the application of digital technologies increasingly enable significant efficiency,
productivity, environmental sustainability and climate change resilience gains across the continuum of
agrifood systems, including processing, distribution-product, purveyance, knowledge and practice.
Digital technologies now underpin new methods, practices, and equipment, altering the way we define
and manage issues and indicators, meaningful metrics ranging across topics stretching from soil quality
and agricultural practices, to food processing, to wholesaling/retailing, and transportation and
warehousing logistics. The increasing ubiquity of digital agrifood technologies has brought a
substantial expansion in the range of cybersecurity vulnerabilities and the magnitude of their potential
consequences, which will continue to grow in the foreseeable future.

As a step towards reducing the cyber risks to modern agrifood systems, this paper describes work to
develop a conceptual model that will underpin a comprehensive agrifood cybersecurity ontology. This
will include systems actors/agents, the types of technologies they use and their prevalence across food
systems, the cyber and social vulnerabilities associated with these actors and technologies, known
attacks on the technologies, and best practices for preventing, detecting, and mitigating cyber attacks.
The approach for building this ontology includes bringing together cybersecurity and agriculture
experts, applying Large Language Models, and integrating relevant existing ontologies and other
structured vocabularies in the cybersecurity and agricultural spaces. At this point the team has
constructed a conceptual model that can act as a guide for developing a formal ontology across digital
local-to-global food systems.
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1. Introduction and Motivation

Across the world, cyber attacks on the agrifood sector have been increasing rapidly, including
ransomware attacks and, more recently, attacks on farm and food processing operations
(Kulkarni et al. 2024; Sontowski et al. 2020). All aspects of the agrifood supply chain, including
farms, food processors, plant/animal breeding, transportation, and storage are experiencing a
tremendous growth in the use of digital technology, including Al/ML. This is resulting in a
substantial increase in the cyber attack surface across agrifood. Successful cyber attacks can
have dramatic operational impacts (e.g., complete stoppage of farm or food processing activity),
agricultural impacts (e.g., crop or animal loss, tainted products getting to the marketplace), and
economic and food security impacts (days- or weeks-long disruptions to markets with associate
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SM price tags)(Window 2019; Kulkarni et al. 2024; Sontowski et al. 2020). A particularly
pernicious kind of cyber attack can arise because of the increasing reliance of precision
agriculture on AI/ML. Specifically, an attack on the corruption of data used, or the Al/ML
algorithms themselves, could lead to subtle alterations of recommendations made. For
example, this might lead to the application of suboptimal amounts of fertilizer, and suboptimal
yields. But, the alterations might go undetected for months or years, all the while reducing crop
yields by 10% or more.

The cybersecurity challenges arising in agrifood stem from the many technologies being used,
including sensors and other embedded devices; Cyber Physical Systems (CPS); Industrial Control
Systems/Supervisory Control and Data Acquisition (ICS/SCADA); HW in general; SW in general;
and loT, local and wide-area networking. Agrifood systems also bring differentiating challenges.
This includes the broad heterogeneity of technologies being used on farms around the globe,
and the tendency of farmers to use less expensive components which may have insecure HW or
SW supply chains. It includes the presence of legacy ICS/SCADA equipment, especially in food
processors, which was designed and implemented before cybersecurity was a concern. Unlike
many CPS contexts, the technology in agriculture is working on biological objects, which
introduces many more variables in the interaction of the technology and the focus of technology
usage. This can make it harder to determine whether the technology is working correctly or has
become corrupted. Another difference is that much of the technology used in agriculture is
located on farms in rural areas, making physical security especially challenging. For example, a
malicious actor might be able to disrupt some firewall software by direct tampering, thereby
enabling an cyber infiltration of numerous internet-connected devices on a farm. Finally, in
many agrifood systems there is a wide diversity of technological sophistication in the workforce,
ranging from migrant farm workers (who will be technology users) to highly skilled IT workers at
large corporate farms.

The cost of cyber defenses (including detection, mitigation, prevention) can be prohibitive for
farmers, especially because most farmers have limited technological sophistication. It is thus
essential that tools be developed to (a) help reduce cybersecurity risk to agrifood, and (b) enable
effective and inexpensive cyber defenses.

One critical tool for addressing both of these issues is the development of a comprehensive
ontology focused on the interacting domains of agrifood systems and cybersecurity. An ontology
is needed to provide a universally shared structure for the huge volume and heterogeneity of
data about digital technologies used in agrifoods, the myriad of cybervulnerabilities of those
technologies, along with the associated cyber risks, potential consequences of successful
attacks, and best practices for defense against them. In particular, this ontology will enable
easier communication between humans and enable organizations and tools to seamlessly share
and automatically process ag cybersecurity information.

This paper describes preliminary work towards the development of a comprehensive Agrifood
Cybersecurity Ontology (ACO). The first step of the process, currently underway, is the
development of a concept map that includes a small family of high-level classes (Agrifood
Technologies, Cyber Vulnerabilities, Impacts, ..) and then focuses on more specific ag



technology classes (sensors, 10T networks, Al/ML, ...) and associated cyber vulnerabilities
(counterfeit HW, unauthorized data access, code injection attack,...). Section 2 provides some
specific ways that the ACO could be used. Section 3 describes the methodology being followed.
There is not a separate related work section because that is covered in Sections 2 and 3. Section
4 provides an overview of the portions of the (preliminary) concept map already developed.
And Section 5 provides brief conclusions and next steps.

2. Target Applications for a Comprehensive ACO

We envision at least four main applications for the ACO.

Agrifood Cybersecurity Technical Landscapes: As farmers, food processing companies and
others expand or replace technology, it is essential that they understand the cybersecurity
implications of that technology. A key application of the ACO will be to provide a
comprehensive, machine-readable framework for understanding and capturing the
“cybersecurity technical landscapes” of the myriad of agrifood activities and processes. Such
landscapes will include a variety of information about the technologies used in the various
aspects of agrifood, including the prevalence of the technology in the field; the manufacturers
and vendors; cybervulnerabilities of the technologies along with risk levels; history of known
and potential attacks, including root causes if available; potential operational, agricultural and
economic consequences of successful attacks; and cybersecurity defenses.

As an example, the cybersecurity technical landscape for dairy would include information about
milking machines, including the various manufacturers and vendors (including nationality). It
would include information about the number of installations of the different brands, and
information on possible and known attacks. For example, there were attacks against automated
milking machines on two dairy farms in California in December, 2023%. The tech landscape
would also include information on cybersecurity defenses and best practices, including for
detection, mitigation and prevention. These tech landscapes would be “living documents”,
because the technologies will continue to evolve, the attacks and vulnerabilities will continue to
evolve, and the best practices will continue to evolve.

Al-powered Integrated Query Capability: We envision a system that will enable farmers and
other stakeholders in agrifood to be able to ask wide-ranging queries that involve cybersecurity
aspects of different agrifood subsystems. Answering these queries might require pulling data
both from sources related to the ACO, and also from sources related to a variety of other areas,
such as crop yields, soil conditions, weather projections, bio hazards, market conditions, etc.
For example, a farmer might want to understand the investment/reward trade-offs of using
various technologies, incorporating cybersecurity risks, crop yield projections, economic
projections that incorporate anticipated markets, and climate change.
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This kind of querying capability can be accomplished along the lines described in the Integrated
Knowledge and Learning Environment (Tu et al. 2023). That framework uses three
languages/paradigms to enable an effective, easy-to-use workflow for answering queries that
integrate knowledge from families of interrelated knowledge sources. In particular, it uses
LinkML to specify linkages between multiple ontologies for the different knowledge sources,
SPARQL for exploring and navigating the linked ontologies, and Vega-Lite to provide visualization
recommendations. The ACO would be critical for incorporating agrifood cybersecurity
information into the query answers.

Incorporation of Cybersecurity into Operationalization of Agrifood Technology Systems: The
ACO can also support a capability that is more foundational than the tech landscapes and
integrated query capabilities described above. In particular, the ACO (and associated data
structured according to it) can enable cybersecurity considerations to be incorporated into the
very fabric of the full lifecycle of agrifood technology usage. In connection with a new
technology being considered for a farm, cybersecurity implications and best practice
recommendations would be included into product exploration, product acquisition, deployment
of the product, on-going usage, and upgrades. For example, if a farmer is considering the use of
drones for crop health surveillance, they could be informed about cyber risks of various
manufacturers, such as counterfeit HW, security flaws in the SW development supply chain, and
the potential for malware propagation through the drone. During initial acquisition and
deployment of the drones the farmer could be informed of best practices for preventing those
threats, including checking with authorities about the cyber reliability of the manufacturer,
incorporating a policy of strong passwards, routine software patches, and secure firewalls.

To summarize, consideration of cybersecurity risks, costs, and best practices would no longer be
an afterthought, but would instead become a dimension that is seamlessly incorporated into all
phases of the technology lifecycle.

Security Operations Centers (SOCs): In the US, government agencies, NGOs and industry are
now working towards the creation of a family of cooperating Security Operations Centers that
will serve as national clearinghouses for sharing information about cyber threats, technology
vulnerabilities, actual attacks and their aftermath, and best practices for safeguarding against
cyber attacks. These SOCs will maintain a comprehensive and growing knowledge base with
user-friendly querying capabilities. The UCO can be an invaluable tool to help these SOCs by
providing a comprehensive structure for holding the information they gather, and facilitating
easy query access to it. Further, the UCO will enable effective information sharing between the
SOCs and other interested stakeholders, because the UCO will provide an authoritative
vocabulary and structure for the breadth of agrifood cybersecurity information, useful both for
human communication and automated processing.



3. Approach for Building the Ontology

Development of the ACO will be a multi-phase effort, involving the collaboration of experts from
the Agrifood domain and from the Cybersecurity domain, and using recently emerging
techniques based on Large Language Models (Toro et al. 2023; Kommineni, Konig-Ries, and
Samuel 2024; Sanju Saravanan and Bhagavathiappan 2024). This paper reports on the first step
of the effort, which is focused on the development of a concept map that includes a small family
of high-level classes, and then focuses on more specific ag technology classes and associated
cyber vulnerabilities. We expect the concept map to evolve into the comprehensive ACO
through a number of iterative expansions.

A key part of our work has been to survey the numerous ontologies already in existence in the
areas of (a) Agrifood, and (b) Cybersecurity. On the Agrifood side the most relevant are the Food
Ontology (D. M. Dooley et al. 2018), as well as the Crop, Agronomy and other Agrifood-related
Open Biological Foundry Ontologies (Arnaud et al. 2016; Laporte, Aubert, and Arnaud 2021; D.
Dooley et al., n.d.), the work reported in Ontology Engineering and Knowledge Services for
Agriculture Domain (Kawtrakul 2012), the Ontology-based Knowledge Map Model for Digital
Agriculture (OAK Framework) (Ngo, Kechadi, and Le-Khac 2020), and the FAO AGROVOC
vocabulary(Lauser et al. 2006). On the Cybersecurity side, the most relevant ontologies are the
Unified Cybersecurity Ontology (UCO)(Syed et al. 2016), the work on ontology for Cyber Physical
Systems (CPS)(Kumar et al. 2022; Abbaszadeh and Zemouche 2022; Venkata, Maheshwari, and
Kavi, n.d.) and loTSec ontology for industrial loT systems(Mozzaquatro et al. 2018). While each
of these includes classes that are related to the interaction of modern Agrifood and
Cybersecurity, none of them address the interaction of Agrifood technologies and processes
with cyber vulnerabilities, cyber defenses, and the potential impacts of cyber attacks. The goal
of our work is to fill this void with an ontology that addresses these topics, relies on relevant
classes and relationships from the existing ontologies, and enables linkages with those
ontologies.

To allow for a very direct focus on the essential features of the interaction between Agrifood
and Cybersecurity, we begin by drawing on expert knowledge about the two domains and their
interaction. From here we will pursue two directions in parallel. One will be to validate and
refine our concept map by using it as the framework for developing Cybersecurity Technical
Landscapes in three agrifood areas (Precision Ag, Dairy farming, and Poultry farming). The
second will be to adapt the classes in our concept map, where appropriate, to fit more closely
to the style and specifics of the existing ontologies.

To give a brief illustration of the second direction, we consider the relationship of our current
concept map and the aforementioned UCO. Similar to our goals for the ACO, the UCO includes
a variety of classes related to cybersecurity incidents, indicators, mitigations, severity levels,
courses of action, etc. However, it does not provide classes at a more granular level, focusing
on specific kinds of cyber vulnerabilities and attacks, such as code injection attack, unauthorized



data access, (Al/ML) training data corruption, insecure firewall, etc. Also, it does not address
potential operational, agricultural or economic impacts of successful cyber attacks.
Incorporation of the more granular level is essential for helping farmers and stakeholders to
understand specific cyber vulnerabilities and cyber defenses for specific kinds of digital ag
technology. Incorporation of the potential impacts of successful attacks is essential for
understanding the cost/benefit of following best practice cyber defenses.

4. Preliminary Concept Map

After consulting existing ontologies that describe various aspects of Agrifood systems, as well as
extant cybersecurity ontologies, we created a conceptual model in the form of a concept map,
that enumerates the high level classes of an emerging Agrifood Cybersecurity Ontology. These
concept maps underpin the development of more formal agrifood system cybersecurity
ontologies by providing easy to reference visual resources

Figure 1 shows the top-level classes of the current concept map. Starting with Ag Sector (e.g.,
row crops, specialty crops (fruits, nuts, vegetables), dairy cattle, range cattle, ...) it highlights
both Cybersecurity Best Practices and Ag Technologies. The Ag Technology class has several
subclasses (Animal Breeding, Rangeland Livestock Mgmt., ...). The figure also shows how Cyber
Vulnerabilities can lead to Operational Consequences, which in turn can lead to several society-
impacting consequences.
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Figure 1: A high-level view of AgriFoods technologies, practices, their vulnerabilities, and
consequences.
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Figure 2: An example conceptual map of types of cybersecurity vulnerabilities and their
associations with specific Agrifood cyberinfrastructure components.

Figure 2 shows a sample from a “drill-down” into a related part of our concept map. The right
side shows key Technology Components (e.g., Actuator, Al/ML Pipeline, ...); these stand in the
“is component of” relationship to the Ag Technologies (Animal Breeding, ...) shown in Figure 1.
The left side are fine-grained classes of cyber vulnerabilities, and stand in the “is type of”
relationship with the Cyber Vulnerability class of Figure 1.



5. Conclusions and Future Work

The paper establishes the urgent need for a comprehensive ontology focused on the interplay
between Agrifood and Cybersecurity threats, defenses, and impacts. It further describes a first
step towards the development of an Agrifood Cybersecurity ontology, namely, the creation of a
concept map that focuses on the most important top-level classes and relationships between
them, along with some detail around specific Agrifood technology components and related
cyber vulnerabilities. We anticipate that the eventual ontology will be useful in a variety of
ways, including (i) support for broad queries accessing integrated views of information relating
to one or more of agrifood, cybersecurity risks, ag productivity, market conditions, etc.; and (ii)
enabling the seamless incorporation of cybersecurity concerns into the full operational lifecycle
of using ag technologies.

Immediate next steps include fleshing out the rest of the classes shown in the concept map of
Figure 1, including the various kinds of Practices, Technologies, and their Potential
Consequences. Likewise, further assessment and mapping of the linkages between the
subclasses of Agrifood technologies, the cyberinfrastructure components they use, and their
combined inherent vulnerabilities is needed. Further review of the literature and of analysis of
extant source vocabularies, including ontology resources, to ensure correctness and
completeness is critical.
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