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SIDE-CHANNEL ATTACKS

Whenever your program deals with secret 

information, it may leak information about them:

Timings

Power usage

Cache misses

One of the reasons to use proper libraries!
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SIDE-CHANNEL ATTACK EXAMPLE

Suppose:

▪ A simple networked service

▪ Password-protected

▪ Password is sent in plaintext

▪ Password: exactly 8 characters (a-z, A-Z, 0-9)

For simplicity, typically a bad idea

Number of different characters:

Number of possible passwords:

26+26+10 = 62

628 = 218340105584896 (≈ 2*1014)



SIDE-CHANNEL ATTACK EXAMPLE

Suppose: 1 iteration ~10μs

input = “AAAAAAAA” vs. input = “SecAAAAA”?

input = “AAAAAAAA” vs. input = “BAAAAAAA”?

input = “AAAAAAAA” vs. input = “SAAAAAAA”?

input = “SAAAAAAA” vs. input = “SeAAAAAA”?

input = “SeAAAAAA” vs. input = “SecAAAAA”?

Given timing information:

Algorithm for

side-channel attack!

8*62 = 496 attempts

vs.

628 = 218340105584896 attempts
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USING CRYPTOGRAPHY,
WORDS OF WARNING

DO NOT invent your own crypto!

DO NOT even implement cryptographic primitives yourself!

USE high-level cryptographic libraries!

Only do it for fun (and learning)!

It will be broken!

So many details to get right

“It is typically not the math that is broken, it’s the implementation”

Keyczar: http://www.keyczar.org/

NaCl (“salt”): http://nacl.cr.yp.to/

Rules of thumb

Data at rest: use pgp/gpg

Data in motion: use (SSL/)TLS

But be careful!

Preferably open source!

http://www.keyczar.org/
http://nacl.cr.yp.to/
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WHY?

“We’ll just use encryption, AES appears to be good, yes?”

AES in the ECB mode-of-operation

applied to a image





Side channels
Topic of Software Systems (TCS module 2)

Lecturer: Maarten Everts

10



11

WANT MORE SECURITY?

Module 1

Module 2

Module 3

Module 4

Module 5

Module 6

Module 7

Module 8
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The 4TU cyber security master specialisation:

https://www.4tu.nl/cybsec/en/

https://www.4tu.nl/cybsec/en/


MOOC: Coursera’s course on Cryptography by Dan Boneh (Stanford)

https://www.coursera.org/course/crypto

https://www.coursera.org/course/crypto


MOOC: Coursera’s course on Software Security by Michael Hicks 

https://www.coursera.org/course/softwaresec

https://www.coursera.org/course/softwaresec


Twente Hacking Squad:

See http://scs.ewi.utwente.nl/home/TwenteHackingSquad/ for more info.

http://scs.ewi.utwente.nl/home/TwenteHackingSquad/

