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INTEGRITY EXAMPLE (RECAP)

Alice Bob“Give Eve 10 euro”

Eve

“Give Eve 10 euro”“Give Eve 90 euro”



MESSAGE AUTHENTICATION CODES
(MACS)

[Based on slides by Dan Boneh]

Alice Bob
message m tag t

k k

Pre-shared

key (secret)

t ← S(k, m) V(k, m, t) = ‘yes’
?

Attacker cannot produce a valid tag for a new message

Given (m,t), attacker cannot produce (m, t’) for t’ ≠ t

Ensuring

integrity

For example, “give Eve 10 euro” 
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MAC FROM HASH FUNCTION
(NAIVE FIRST ATTEMPT)

S(k, m) = H(k || m)

Hash function

Padding bytes

Why is this not secure?

Given H(k || m), an attacker can compute 

H(k || m || PB || w) for any w.

Concatenation symbol

Without k, it should not be possible to produce a valid tag for another

message, right? Or is it?

“give Eve 10 euro” || t “give Eve 10 euro!@. and Eve 90 euro” || t’ 
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HMAC: STANDARDIZED MAC FROM HASH

S(k, m) = H(k ⊕ opad || H( k ⊕ ipad || m) )

Padding



6

HMAC IN JAVA



Message authentication codes
Topic of Software Systems (TCS module 2)

Lecturer: Maarten Everts

7


