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SIMPLIFIED JAVA OVERVIEW

JVM

Linux

Java code (.java)

Byte code (.class)

javac

compiler

JVM

Mac

JVM

Windows
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JVM SECURITY OVERVIEW

From: http://www.onjava.com/pub/a/onjava/excerpt/java_security_ch1/index.html?page=4

▪ Manages what resources 

(network, files, etc.) code can 

access.

▪ Allows for the creation of 

sandboxes.

▪ Has a bad track-record! (e.g., 

security of browser applets).

http://www.onjava.com/pub/a/onjava/excerpt/java_security_ch1/index.html?page=4
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JAVA’S SECURITY ADVANTAGES
(COMPARED TO C)

int a[] = new int[5];
a[8]= 3;

Exception in thread "main" java.lang.ArrayIndexOutOfBoundsException: 8
at module2.security.example.Main.main(Main.java:7)
…

0 1 2 3 4 5 6 7 8

a

Runtime constraints & bounds checking
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JAVA’S SECURITY ADVANTAGES
(COMPARED TO C)

▪ Less susceptible to buffer overflows

This could happen in C:

▪ No pointer arithmetic in Java

variable a variable b
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TOP 25 MOST DANGEROUS
SOFTWARE WEAKNESSES
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http://cwe.mitre.org/top25/
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EXAMPLE OF ADVANTAGES OF
BOUNDS CHECKING

From: http://xkcd.com/1354/

http://xkcd.com/1354/
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