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SIMPLIFIED JAVA OVERVIEW

Java code (.java)

javac
compiler

Byte code (.class

N

JVM

JVM JVM

Linux Windows
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JVM SECURITY OVERVIEW

Local Class Files

| Remate Class Files |

1 = Manages what resources
(" Core AP1 Cass Files | Bytecode ""’"""i (network, files, etc.) code can
Class Loader access.
L v , = Allows for the creation of
Seor
[ Package Gore Java API sandboxes.
' » Has a bad track-record! (e.qg.,
Key Database |-«——| Security Manager
| Access Controller security of browser applets).

L J

[ Operating System J

From: http://www.onjava.com/pub/a/onjava/excerpt/java_security chl/index.html?page=4
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JAVA’S SECURITY ADVANTAGES
(COMPARED TO C)

Runtime constraints & bounds checking

int a[] = new int[S]; DDDDD????E

a[8]= 3; @ 123456738
Exception in thread "main" java.lang.ArrayIndexOutOfBoundsException: 8

at module2.security.example.Main.main(Main.java:7)
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JAVA’S SECURITY ADVANTAGES
(COMPARED TO C)

= Less susceptible to buffer overflows
This could happen in C:

HOooboobtbobbtoootn

@

varlable a varlable b

= No pointer arithmetic in Java
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/Ilcwe.mitre.org/top25/

TOP 25 MOST DANGEROUS
SOFTWARE WEAKNESSES

http

| Rank | ID ‘ Name | Score
| [1] |CWE—79 ‘Impmper Neutralization of Input During Web Page Generation ('Cross-site Scripting') | 46.82
| [21 [cwE-787 [Out-of-bounds Write [ 46.17
| [31 |CWE-20 [1mproper Input Validation [ 33.47
| (41 [cwE-125 [Out-of-bounds Read | 26.50
| [5] |5CWE-1195 ‘Improper Restriction of Operations within the Bounds of a Memory Buffer | 23.73
| [6] |CWE—89 ‘Impmper Neutralization of Special Elements used in an SQL Command ('SQL Injection') | 20.69
| [7]1 |CWE—200 ‘Exposure of Sensitive Information to an Unauthorized Actor | 19.16
| [8] |CWE-416 [Use After Free [ 18.87
| [91 [cwE-352 [Cross-Site Request Forgery (CSRF) [ 17.29
| [10] |CWE—78 ‘Impmper Neutralization of Special Elements used in an 0S Command ('0S Command Injection') | 16.44
| [11] |CWE—190 ‘Integer Overflow or Wraparound | 15.81
| [12] |CWE—22 ‘Impmper Limitation of a Pathname to a Restricted Directory ('Path Traversal') | 13.67
| (131 [cwE-476 [NULL Pointer Dereference [ 835
[ (141 [cwE-287 [1mproper Authentication [ 817
| [15] |CWE-434 [Unrestricted Upload of File with Dangerous Type [ 738
| [16] |CWE—732 ‘Incorrect Permission Assignment for Critical Resource | 6.95
| [17] |CWE—94 ‘Impmper Control of Generation of Code ('Code Injection') | 6.53
| (18] [cwE-522 |[insufficiently Protected Credentials [ s5.49
[ [19]1 [CWE-611 [improper Restriction of XML External Entity Reference [ 533
| (201 [cwE-798 [use of Hard-coded Credentials [ 519
[ [21]1 [cwE-502 |Deserialization of Untrusted Data [ 493
| [22] |CWE-269 [Improper Privilege Management [ 487
| [23] |CWE—400 ‘Uncontrolled Resource Consumption | 4.14
| [24] |CWE-306 [Missing Authentication for Critical Function [ 385
| (251 [cwE-862 [Missing Authorization [ 377
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EXAMPLE OF ADVANTAGES OF
BOUNDS CHECKING

HOW THE HEARTBLEED BUG WORKS:

ser Meg wants these 500 letters: HAT.

‘B
35038534, Isabel wants pages about
snakes it not too long". Ueer Faren
WS Tl Chi:'.!r'ﬂl'p} acint [‘ﬂ'ﬁ:‘?ﬂﬂ vl bo !
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From: http://xkcd.com/1354/ -
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