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SECURITY PROPERTIES
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CONFIDENTIALITY

Concealment of sensitive information, or:
“The property that information is not made available or disclosed
to unauthorized individuals, entities, or processes.” — [RFC 4949]

Examples:

* Users should not be able to see the
bank account balance of other
users.

« Someone who finds my phone
should not be able to see its

Typical security measures:

« Encryption [Module 1]

« Authentication [coming up]
» Access control

content.
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CONFIDENTIALITY INCIDENTS

https://www.informationisbeautiful.net/visualizations/worlds-biggest-
data-breaches-hacks/
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

INTEGRITY

Assuring the accuracy and consistency of data, or:
“The property that data has not been changed,
destroyed, or lost in an unauthorized or accidental
manner.”
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INTEGRITY

Alice “Give Eve 10 euro” Bob

Eve
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INTEGRITY

e

Alice “Give Eve 10 euro” “Give Eve 90 euro” Bob
O > >

Typical security measures for

integrity:

» Digital (cryptographic)
signatures

O « Message Authentication
Code (MAC)

« Hash functions

Eve
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INTEGRITY

Other examples of integrity failures:
= Manipulation of bank records

= Manipulation of access logs

* Removal of access logs
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AVAILABILITY

Ability to use the required information or resource.

Availability is the target of denial-of-service attacks:
they deny the intended users from accessing a
resource.
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AVAILABILITY
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Common example:
Distributed Denial-of-Service (DDoS)
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Large DDoS attacks cause outages at Twitter, Spotify,
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GitHub Survived the Biggest DDoS Attack Ever Recorded

On Wednesday, a 1.3Tbps DDoS attack pummeled GitHub for 15-20 minutes. Here's how it stayed online.




AVAILABILITY

Consider the following code:

public static int badIntLog2(int input) {
int a = input;

int 1 = 0;

while (a != 1) {
a=a/ 2;
i=1+1;

b

return i;

y

What is the output when input = 8? Or 128?

What happens if someone is able to make input -8?

UNIVERSITY OF TWENTE.

14



SO, WHAT IS THE THE SECURITY TRIAD?

Confidentiality
Inteqgrity
Avallability
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