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PETYA RANSOMWARE













Heartbleed

Implementation mistake

in OpenSSL.
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Stagefright
• Group of software bugs in Android’s

“Stagefright” component (a library for

media handling)

• Allows for remote code excution and

priviledge escalation.

• Millions of vulnerable phones.
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WHY ARE THERE SECURITY PROBLEMS?
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KISS
principle



KEEP

IT

SIMPLE,

STUPID



1. The defender must defend all points; the attacker can choose the 

weakest point.

2. The defender can defend only against known attacks; the attacker 

can probe for unknown vulnerabilities. 

3. The defender must be constantly vigilant; the attacker can strike at 

will. 

4. The defender must play by the rules; the attacker can play dirty. 

21

WHY IS SECURITY SO HARD?

From: Writing Secure Code - Howard and LeBlanc

“A good attack is one that the 

engineers never thought of.”

–Bruce Schneier
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