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A POSSIBLE EXECUTION

main

ATM a2

ATM a1
start

start

run
run

Account acc

amount: 0

amount: 100
put(100)

put(100)
amount: 200

getAmount()

Amount 200

join

join

Always? 

No, not always!
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A POSSIBLE EXECUTION

main

ATM a2

ATM a1
start

start

run
run

Account acc

amount: 0

amount: 100
read

read

amount: 200

getAmount()

Amount 200

join

join

write

write

put

put

amount = amount + val;

1. Read acc.amount

2. Add val to amount

3. Assign to acc.amount
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A POSSIBLE EXECUTION

main

ATM a2

ATM a1
start

start

run
run

Account acc

amount: 0

amount: 100

read
read

amount: 100

getAmount()

Amount 100

join

join

write

write

put

put

amount = amount + val;

1. Read acc.amount

2. Add val to amount

3. Assign to acc.amount

This is called a data race

Should be avoided!



▪ Critical section = code that must not be executed concurrently

▪ Access to fields of shared objects

▪ Use of external resources

▪ Example: the methods deposit and withdraw of BankAccount

▪ Solution: locks (also called mutexes, for mutual exclusion)

▪ At most one thread at the time can hold the lock

▪ Acquire the lock before the critical section

▪ Release the lock after the critical section

▪ Usually a thread is blocked until the lock becomes available

5

MUTUAL EXCLUSION FOR CRITICAL SECTION



A POSSIBLE EXECUTION

main

ATM a2

ATM a1
start

start
run

run

Account acc

amount: 0

amount: 100
read

read
amount: 200

getAmount()

Amount 200

write

write

lock
put

release

wait for 

lock

get lock
put

release
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