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ABSTRACT

Over the past decades, the amount of internet traffic has
grown exponentially. In the beginning, only large orga-
nizations and businesses would have a website, nowadays
the threshold to register a domain name and start a web-
site is lower than ever before. With the fast increase in
the online presence of companies, and the ease of use the
internet offers, the number of phishing attacks are at a
peak with an average 88,792 active phishing websites in
the 3"¢ quarter of 2019. This is the highest amount of
attacks since early 2016.[4]

This research aims to identify the categories in which SLD
names can be divided. In order to analyze this, three
datasets with a different level of reliability are used. The
focus of this research is on English SLD names, therefore
Unicode domain names are filtered out and not studies
in the analysis. Digit-only domain names are taken into
account, although they are considered not to contain lin-
guistic value, and therefore are not given a language score.
We find that is a correlation between the length of a do-
main name and the likelihood of that domain name to
have a malicious intent. In addition, SLDs consisting of
only digits are much more likely to have malicious intent
than domains which consist exclusively of letters or a com-
bination of letters and digits. Further, we find that mali-
cious domain names mostly have an English SLD, similar
to the representation of the English language in the SLDs
of domain in the Alexa top domain list.
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1. INTRODUCTION

In order to access a website, a domain name is used. These
domain names are often easy to remember and, in case of
a company website, they often contain the name or ab-
breviation of the company. However, domain names are
often abused by people with malicious intent. Though
methods as well as reasons to create a malicious website
vary, one of the first steps of creating a malicious web-
site starts with the domain name. A user with malicious
intent could, for example, register a domain name which
looks like a benign domain name or is likely to be typed
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in by mistake, making it likely for users to land on the
malicious page. This research aims to identify patterns
in the name of Second Level Domain (SLD) names. This
is the part of the domain name that can be chosen freely
by the registrant. These patterns can be used to help in
ranking the websites based on their legitimacy and likeli-
hood of malicious intent. This increases online security, as
current anti-malware and anti-virus software focuses on a
combination of blacklists, user rating, age of a website and
scanning the contents of a website before accessing it.[11]
Therefore, by adding another measure of page safety, this
research gives the ability to classify a website as safe or un-
safe, based on its domain name. Actively analyzing DNS
data allows us to preemptively blacklist domains before a
user visits them, ultimately making the internet a safer
place.

According to research amongst 1600 full-time IT secu-
rity professionals, the most pressing concerns to address
regarding IT security are: preventing malware and ran-
somware (22% of respondents), and preventing phishing
attacks (13% of respondents).[12] One of the reasons why
users get to be a victim of a phishing attack is that they do
not pay enough attention to the domain names of the pages
they visit. Therefore, a user might enter their data on a
copycat website, which has an identical body but a sole
intent of obtaining login information. In the U.S. in 2018,
26% of people use mostly identical passwords for all online
logins.[2] This means that when hackers have an email and
password combination for one platform of a user, they are
likely to be able to access the accounts of that user on other
websites as well. Therefore, obtaining username-password
combinations on a seemingly irrelevant website, may give
malicious users access to more sensitive platforms as well.

Not all can be put on the users not paying attention, how-
ever. The creators of malicious websites are increasingly
shifting their attention to abiding by industry standards
to look as if they are a benign website. In the 3™ quar-
ter of 2019, 68% of phishing websites were hosted on the
HTTPS protocol. This is the highest amount this measure
was first started in 2015. [4] This emphasizes that it is not
enough for a user to check for general security measures.

This paper is structured as follows. In section two, we will
first give a background of the topic, were the relevance
and actuality is illustrated. In section three, we will look
at previous work on domain names, where we focus on
at their approach of the analysis and their findings. In
section four, we will summarize the aims of the research.
Section five describes the used data, and gives a detailed
description of the operations we performed on the data. In
section six, we discuss and illustrate the findings. Section
seven analyzes the choices made within the research and
their possible effects on the results. Finally, we will present
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Figure 1. Parts of a domain[5]

the conclusions in section eight.

2. BACKGROUND

2.1 Domain Names

As the internet began to grow, it quickly became difficult
to keep track of all individual IP addresses. Therefore,
the Domain Name System (DNS) was created. This gave
uses the means to navigate to the desired page or server
using an easy-to-remember name rather than a numeric IP
address. One of the important functions of the DNS is to
translate the domains back to IP addresses. Another main
advantage of using domain names instead of IP addresses,
is that the IP address of a resource can change without
the user noticing anything.[3]

The Domain Name System is effectively hierarchic database
for domain names. Each dot signifies a new tier in the hier-
archy. At the root domain, the Top Level Domain (TLD)
is stored. Some examples of TLDs are the .com, .org and
.edu domains. Each of these TLDs have references to their
sub domains. Every sub domain or child can in turn have
further sub domains.[3] The string left of the dot of the
TLD is the Second Level Domain (SLD). The SLD to-
gether with the TLD is typically know as a Domain Name.
An overview of what a domain name looks like, is shown
in Figure 1. Instead of subdomain, as mentioned in the
figure, this can also be regarded as a Third Level Domain.

2.2 Risks of Domain Name scam

Scammers are always trying to find new means to lure
people into giving our their personal information in order
to make a profit to themselves. There are different kinds
of scam such as fake login pages, landing pages which ask
for a verification means by credit card, pages who lure
one into a mobile subscription, and a wide variety of other
methods.

In multiple occasions, phishing could be prevented if users
would check the domain name of the website they are on
before entering personal information such as login names,
passwords or credit card details. For example, if one would
like to log in to their Google account in order to access
their email, the user should be on a website with the do-
main name google.com, or possible one of its ccTLD alter-
natives, such as google.nl. One should be extra cautious
to the position of the domain name. Scammers often use
a website which has a legitimate domain within their do-
main name, but the actual domain of the website is not
related to the domain the user expects. An example of
this is shown on the image below.

In contrast to the method shown in the image above, an-
other way users are tricked into logging in into a copycat
website, is to register a domain name which looks almost
identical to the domain name of the site the user intends to

visit, or to register a domain name with a typing error in
it which the user is likely to make, e.g. gogle.com instead
of google.com, or twiter.com instead of twitter.com.

3. RELATED WORK

There is little research which is very closely affiliated with
the topic of categorization and classification of domain
names, with the purpose of analyzing the malicious intent.
Related to the topic of Domain Categorization is domain
squatting, or cybersquatting. This is the act of registering
a domain name to profit from the reputation of another
domain or brand name. An example of domain squatting
would be to look for a TLD name for which SLD name
google is not yet registered. One could then purchase the
domain with no other intent than to sell it to Google with
a profit.

Other related work is on the algorithmic generation of do-
main names with malicious intent. This work is more re-
lated to this research, as it also uses forms of Natural Lan-
guage Processing (NLP)[14]. In their research, datasets
different from the datasets for our research were used, as
they used a validated dataset of non-malicious domains
form an ISP, and had different criteria for malicious and
non-malicious, as their focus was only on malicious intent
by botnets, rather than individual domains.

Also with a research focus on Domain Squatting, research
by Kintis et al, focuses on combosquatting, which they
describe as a form of combosquatting, which contains a
domain name of an existing website, combined with an-
other word.[6] In order to do the research, several domains
were excluded, such as apple.com, for example, as these
kinds of domains were not exclusive because other words
are formed where they are a part of (e.g. applejuice.com.
Their research uses similar methods as intended for this
research, with Python libraries for language recognition.
Interesting in the research is the discussion, regarding the
domain registrars, who are, according to them, in the
unique position to have insight into the domains users
want to register, whereas this is not available for other
parties.[6] Therefore, registrars could use active fraud pre-
vention software, helping them request more (personal) in-
formation from users who are about to register a domain
which is likely to be used for any malicious intent.

Abuse of domain names has been an issue for consider-
able time. In 2006, Wang et al published their research
on typosquatting. In this research, they found five types
of typosquatting: a missing dot between parts of the do-
main name, characters that were left out, characters that
accidentally swapped places, characters that were acciden-
tally replace by another (mostly adjacent to the intended
character) and finally characters that were wrongfully or
double inserted.[13] Within the data used for the research
of this paper, we can expect to find domain names which
could be categorized as one of these typosquatting domains
as well. A major issue with typosquatting is that larger
companies who are the victim of a typosquatted domain
might buy domain names which are likely to be entered by
mistake, and forward potential customers to the intended
page, in order to protect customers and their company
name and reputation.[§]

Research by Nikiforakis et al, which is on the topic of
Domain Squatting as well, with their focus on the topic
of soundsquatting, which was a new topic in the litera-
ture at the time of writing.[9] They describe it as com-
parable to typosquatting. Whereas typosquatting was one
of the first forms of domain squatting,[9] which exploits



typing mistakes in domain names which users are likely
to make, already mentioned in section 2.2 of this paper,
soundsquatting is the method which focuses on domain
names with words. An exploiter would then choose a word
which is pronounced in the same way, but written differ-
ently. Therefore, a user who is not sure about the name
of a website, could land on the page of the exploiter.

4. OBJECTIVES

The aim of this research is to identify patterns in the nam-
ing of Second Level Domain names in order to categorize
them. Based on these categories, the risk of visiting a page
can be assessed based on its domain name. Therefore,
there will be another measure for page safety, in addition
to the page reputation, which is currently often used to as-
sess websites.[11] By implementing this measure into cur-
rent anti-virus or anti-malware software, this could further
improve safety on the internet for its users by preventing
them from visiting pages with malicious intent.

In order to be able to assess a domain name, we need
to divide them into categories. These categories will aid
in comparison between the datasets. In order to be able
to identify which domain belongs to a certain category, we
will firstly look at the properties of the domain names that
helps us distinguish them.

S. METHODOLOGY

In the following section, the research approach towards the
data collection and modification will be addressed.

5.1 Dataset description

In order to be able to have reliable results and identify
meaningful categories, we need sizable data. Therefore,
we use three datasets of domain names. The datasets
originate from the OpenINTEL project. This project is
a cooperation of the University of Twente, Surfnet, SIDN
(operator of the .nl c¢TLD) and NLNet Labs. The project
captures daily snapshots of sizable parts of the global DNS,
in order for DNS operators and academic researchers to
use.[10] The OpenINTEL project offers more than only
the domain names. As the focus of this research is ex-
clusively on the domain names, this data could also be
collected from other sources, such as zone files.

The following three datasets have been used in the re-
search:

e Alexa: Alexa ranks webpages based on their popu-
larity, which they calculate based on the averages of
the daily time on the site, the daily pageviews per
visitor, external sites linking to the site, and others.
Generally, webpages which are ranked in the Alexa
dataset can be considered a safe page.

e OpenCC: This dataset consists of resolved data from
ccTLDs which make their zone files publicly avail-
able. In this data, there is no certainty whether
the sites are benign or have malicious intent. The
ccTLDs in this dataset are primarily Scandinavian
ccTLDs.

e RBL: Contains resolved DNS data from blacklists.
Pages on a blacklist generally have a bad reputation.
Therefore, this data-set is likely to contain the high-
est amount of malicious webpages.

These three datasets combined give us 3.515.446 unique
domain names. Within these datasets, the OpenCC set is
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Figure 2. Amount of data in each dataset

the largest, followed by Alexa and finally the RBL dataset.
The size comparison is shown in Figure 2.

In order to be able to conduct the analysis within the
time restrictive component of this research, the datasets
used are a snapshot of the day of the start of the research,
November 13" 2019.

5.2 Cleaning the data

All three datasets have the same format. This format is
as shown in table 1 below. The origin will be used at a
later point to be able to compare between the different
datasets. The full-domain name, however, has to be split
into the SLD and the TLD, as the focus of this research is
upon the SLD.

Table 1. Format of the datasets

origin domain
0 | alexa startbzworld.com.
1 | alexa | mirndv-chudesa-sveta.ru.
2 | alexa mbo099.xyz.
3 | alexa sekonsalt.ru.
4 | opencc cez.se.
5 | opencc messes.se.
6 | opencc fixmylaptop.se.
7 rbl pandorajewelleryvip.top.
8 rbl paxful.cf.
9 rbl ekros.com.tr.

In addition, the domain names which will be excluded
in this research can be marked accordingly. For this re-
search, the focus will be on English domain names, and
the domain names will be compared to an English dictio-
nary. Therefore, the Unicode domains will be excluded
from the research, as they have no meaning in a dictio-
nary comparison. Unicode domains can easily be recog-
nized by their prefix zn—. Although the amount of Uni-
code domains is increasing and more TLDs are now offered
in a non-Latin alphabet extension, the domains are cur-
rently barely represented in the Alexa and RBL dataset.
In the OpenCC set, however, they make up 5.5% of the
domains. This is logical, as Scandinavian languages, such
as Swedish and Finnish use many punctuation marks. The
overall amounts of Unicode domain names throughout the
datasets, is shown in figure 3. In figure 2, the Unicode do-
mains are already substracted from each dataset, to rep-
resent the data that will be used in the research.

Apart from the difference in amount of Unicode domain
names in the datasets, it became apparent that the do-
mains in the RBL dataset are, on average, one character
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longer than those in the other datasets, as is shown in

figure 4.

5.3 Data modification

After the initial cleaning of the data and familiarizing its
content, several steps are taken to analyze the data in
order to be able to visualize it.

To be able to focus on the SLD, the TLD is separated from
the SLD in the first step. Then, the total length of the
SLD is calculated and put into the data, in order to be
able to compare length. As it is not possible to conduct
language analysis on digits, the digit-only domain names
should be labelled as the first category. Although, these
do not represent a large portion of the dataset, they do
not have any meaning as they are in contrast with one
of the aims of DNS: using names instead of numbers, as
they are easier to remember. In order to be able to cate-
gorize these domains, the amount of digits in each domain
name is calculated and compared to the total length of the
SLD. This gives the first insights into the data: how many
domains are Digit-only, and how many contain any digits.

In order to assess the language of the domain names, it
is necessary to separate the SLD strings into words, and
clear them of any punctuation marks, as domain names do
not contain spaces, but might contain punctuation marks
such as ’-’ to separate words. The mixed domains names,
containing both letters and digits, should also be taken
into account. The digits will be removed from these do-
main names and will not be considered any further in the
language analysis. The splitting algorithm will convert
the SLD string into a list of most probable words. This
algorithm aims to find the most likely words in the string,

aiming to have as little excess characters as possible, but it
respects the positions of punctuation marks and numbers.
This has both advantages and disadvantages. For exam-
ple, domain names who use a digit in order to replace a
letter, will most probably be split into non-English words.
Domains who use punctuation marks, however, will bene-
fit from this, as the algorithm is most likely to split their
domain name into the words they intended, provided the
domain name is in English.

After splitting the SLD into an unfiltered list of words,
separate characters, digits and punctuation marks, this list
is filtered for the first time. In this first filter, we remove all
punctuation marks and digits, as they have no value for the
dictionary search. The resulting list is called the unfiltered
list. This list is then filtered once again, now removing
all one and two letter entries, as they have no dictionary
value and are most likely to give false positives: one letter
will always return true, although in almost every case,
except for some cases for a and I, they have no dictionary
value. This list will be addressed as the filtered list. This
unfiltered list aims to increase the overall language score,
but it affects the non-English domains in an undesired
way. Therefore, both the filtered and unfiltered list will
be used.

After splitting the domain names into lists words, the
words are stemmed and compared against a dictionary.
For each recognized word, we denote True or Fulse in a
new list, with the index identical to the word lists. This
procedure is repeated for both the filtered and unfiltered
lists. For the unfiltered list, which does contain one-letter
entries, any one letter entry will obtain a False value as-
signed to it.

When the English word identification is completed, we give
the domain name an Language Score, which is given by di-
viding the total amount of words in the domain name by
the amount of words that had a True entry, multiplied by
100. The score is assigned in two ways, which are called
filtered score and unfiltered score. The filtered score is
obtained by only considering parts of the domain name
which are more than two characters. The reason to do so
is because firstly, one-character words have no meaning,
as the splitting algorithm only creates these elements be-
cause it cannot form a word out of them. In addition, two-
character entries are disregarded because they are most of-
ten meaningless, and in addition mostly likely to be formed
by remnants which the splitting algorithm could not form
a word out of. This method is called filtered, because the
list of words, resulting from the splitting algorithm has
the one- and two-character entries filtered out of it. The
language score is calculated by taking the total amount of
words recognized as an English word, divided by the length
of the filtered list. The second method is an unfiltered
variant of the list described above: obtaining the one- and
two-character entries in addition to the longer words. The
reason to analyze using both the filtered and unfiltered list
is two-fold: the language score is more reliable when ap-
plying the unfiltered method when addressing non-English
domain names. However, the filtered method is more re-
liable when looking at brand-domain names. Brands are
often not a word, but rather decomposition of an existing
words. Using the algorithm, it would split up the brand
name. For longer brand names, this would result in a lot
of excess characters, comparable to rows three, six and
eight of Table 2. This would critically lower our language
score.

To illustrate how the language score is calculated, we illus-
trate an example using a Russian domain name in table 2.



Table 2. Example operation of the splitting algo-
rithm for SLD mirndv-chudesa-sveta

1st split Filtered | Unfiltered | Is English
mir mir mir Yes
nd - nd No
v - v No
chu chu chu No
desa, desa desa, No
S - S No
vet vet vet Yes
a - a No
Final Score | 2/4 =0.5 | 2/8 = 0.25 -

In the column 1st split, the result of applying the splitting
algorithm is shown. Each row of the table represents an
element of the list. The unfiltered list is identical to the
splitting result. For the filtered list, all elements with a
length of two or lower are removed. This is represented by
a ’-’. In the row Final Score, the language score for both
the filtered and unfiltered list is calculated. As explained
before, this is done by dividing the amount of elements
which is are an English word (thus: have a Yes in column
Is English) by the total amount of elements in the list.
The table illustrates that the language score for this non-
English domain is more reliable when using the unfiltered
calculation method.

6. RESULTS

The data analysis, as described in section 5, has given in-
sights in the contents of all datasets and in the relations
between them. This chapter will summarize the most im-
portant findings.

As shown in figure 4, the domain names within the RBL
dataset tend to be longer. This suggests the length of the
domain name is an indicator of its malicious intent.

Within the first identified category of Digit-only SLDs, we
found that the amount of domain names that only con-
sist of digits is extremely limited. Within the Alexa and
OpenCC dataset, respectively 0,13% and 0,18% of the do-
mains consisted of only digits. For the RBL dataset, this
percentage is more than double, with 0,42% of the do-
mains consisting only of digits. This suggests that domain
names consisting of numbers are very likely to have mali-
cious intent.

Although not analyzed to any detail, the second cate-
gory is the category of the Unicode domain names. These
barely occur in the Alexa and RBL datasets, compared to
the OpenCC set. The least occurrences were in the RBL
dataset. This is not surprising, as users with malicious in-
tent generally put their effort into building a method that
appeals to a broad public, to increase their possibility of
success.

In contrast to the occurrence of SLDs with only digits,
the SLDs who occur at least one digit is a lot higher.
Within the Alexa and OpenCC domains, the percentage
of domains which contain at least one digit, are 7,0% and
5,85%, respectively. Within the RBL domains, this num-
ber is higher, with 8,6%. This can be explained by ty-
posquatting practices, as introduced in section three. Do-
main names who intent to have users accidentally visit
their page, might replace a character of the top row of the
keyboard. This would most likely be one of the characters
of the top row of the QWERTY keyboard-layout, as this
is a major global standard.[1]

Division of the SLD length

Figure 5. Length of SLD between the datasets
(Cumulative)
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Figure 6. Length of SLD between the datasets, for
digit-only SLDs (Cumulative)

As mentioned previously, the domain names have been
sorted into three initial categories: digit-only, containing
both digits and letters and letter-only. Looking at the
lengths of the domain names, we can remark that the do-
main names containing both digits and letters are, on av-
erage, one full character shorter than their counterparts
consisting only of letters, as is shown in figure 5. In addi-
tion, the digit-only domain names are even shorter, with
the average SLD length between 4.0 and 6.6 characters.
However, for the digit-only domain names, there is a sig-
nificant difference between the length of the SLDs of RBL
domains and the length of the SLDs in the Alexa and
OpenCC datasets. Where we can confirm from figure 5
that the domain names are shorter when the SLD consists
of both digits and letters, we see that the length of SLDs
consisting of only digits is, on average, half the length of a
letter-only SLD. However, even though the domain names
are shorter when they contain digits, the domain names
within the RBL dataset are still the longest domain names
in each of the three categories, as shown in figure 6

The Alexa dataset contains the most popular domains,
which consists mostly of the most popular international
TLD .com, and additionally of a large number of domains
from large ccTLDs, such as Russia, Iran and India. These
three ccTLDs occur only within the Alexa dataset in these
large amounts and represent 10% of the domains total do-
mains, where the most popular TLD .com represents 45%,
in the Alexa dataset. For the OpenCC dataset, the ccTLD
of Sweden alone makes up over 80% of its domains. For
the RBL dataset, in contrast, 50% of the domains belong
to the .com or .net TLDs. These two TLDs generally rep-
resent English websites, so they are more prone to have
an English SLD. Because of the large representation of
the general TLDs in the Alexa and RBL dataset, we see a
similar pattern, where both have a high English score.



Language score comparison of the datasets

100 - =—— Alexa filtered
—— OpencCC filtered
— RBL filtered
g0 - "*7" Alexa unfiltered
=+ OpenCC unfiltered

=+ RBL unfiltered

Percentage of domains

0 30 40 50 60 70 80 90 100
Language score

Figure 7. Language score given to the SLDs (Cu-
mulative)

As for the amount of English detected in the SLDs, the
results were relatively consistent through the database.
Most language scores were at or around 0.5, 0.7 and 1.0.
Interestingly, though the datasets combined are of consid-
erable size, there were barely (less than 1%) scores of 0.0 -
0.2, 0.6 and 0.9 in all datasets. The data is shown in figure
7. As can be seen, the lines are relatively close together.
It can be marked that the OpenCC dataset has the lowest
mean language score. This is no surprise, as the OpenCC
dataset consists of domains from ccTLD DNS providers
from countries such as Sweden and Finland, whose native
language is not English. Therefore, many domains in their
native language can be expected in the OpenCC dataset.
In contrast, however, the RBL dataset has most entries
with a language score of 1 or above. This, once again, can
be explained by the people who want to exploit a domain
name for malicious use, tend to appeal to a public as wide
as possible. Since English is one of the most common lan-
guages on the internet, with 25% of users [7], domains in
English are prone to be the number one choice for mali-
cious web pages.

7. DISCUSSION

Within the analysis, several design choices have been made
to prepare the data. Taking into account these choices,
their effect on the research is discussed point by point
below.

String splitting method.

In order to extract words from the SLD, an algorithm has
been used which tries to split the string in order to max-
imize the amount of word. Characters which it cannot
place within a word, remain in the split result as a separate
character, and are discarded afterwards. In addition, num-
bers are removed, i.e. google would be split into goog, 1
and e, giving an overall language score of zero. Therefore,
this research does not take domain names into account,
as a human user would do in their browsing experience.
In further research, this could be taken into account, by
checking the domain name against a list of known trade-
marks and brand names.

Blacklist bias.

Within this research, domains in the RBL dataset are con-
sidered to have malicious intent. The main reason to use
blacklists, is that these are best available way to assess the
domain names in this research, without having to assess
every individual page manually. It should be noted, how-

Representation of TLDS through the datasets

Figure 8.
datasets

Top 10 TLD representations in the

ever, that blacklists do contain false positives, and there-
fore benign domains might be in the blacklist, as is gener-
ally hard for a domain to remove themselves from black-
lists one a domain or IP address has been blacklisted [].
This should be taken into account when the RBL dataset
is addressed as containing mostly malicious domains.

Dataset sizes.

The three datasets that have been used had a large number
of data. Over 50% of this data, however, was within the
OpenCC dataset. Within the OpenCC, more than 80%
were Swedish domains. The RBL dataset was far smaller,
making up only 8.5% of the total amount of data. There-
fore, the results might look different if the data would
focus on either more international domains, compared to
specific, non-English ¢cTLDs, or if more ccTLDs in gen-
eral would be considered. In addition, adding the amount
of domains with a bad reputation, could confirm the claims
made in this research. Future work could focus on data
sets with domain names with a larger representation of
other TLDs. As a comparison, the representations of the
TLDs used in this research is shown in figure 8.

Unicode domains.

In this research, the Unicode domains have not been taken
into account. Unicode domain names are still relatively
new and therefore little represented in the datasets, and
even less in the Alexa most popular domains. Malicious
Unicode domains can be expected to see an increase when
the overall amount of Unicode domains rises. One of the
main advantages for the exploiter would be that they could
offer a domain in the language of choice of its targets,
though the targeted group has to be very specific: gener-
ally country-bound.

Digits as letters.

As mentioned in the methodology part, this research fo-
cused on the domain names as they were given, and as-
sumed that digits did not have any linguistic meaning.
However, it is common in English language to abbreviate
some words by a digit, or to use a digit instead of a let-
ter. For example, a 1 could replace a lowercase L, or the
word for can be replace by 4. Future research can take
these meanings of digits in the word strings into account,
as this might increase the amount of English domains that
are recognized.

8. CONCLUSION

From the data analysis and its results, there are several
lessons to be learned. As for now, Unicode domain names



do not occur in significant numbers among the most pop-
ular web pages, and only have a limited representation in
the data of malicious web pages for this reason.

We found a cohesion between the length of the SLD and
the presence of digits: if the domain name contains digits,
it tends to be shorter. If a SLD consists exclusively of
digits, it is much shorter, with an average of 5 characters,
as opposed to the average of 11 characters for letter-only
domain names. In addition, we found the digit-only SLDs
within the RBL dataset are significantly longer than the
digit-only SLDs in the Alexa and OpenCC datasets, with
the RBL average being 2 characters above the average of
both Alexa and OpenCC. Therefore, the data suggests
that a longer domain name, its SLD consisting either ex-
clusively or partially out of digits, is more likely to have a
malicious intent.

Additionally, we found that a SLD consisting exclusively
out of digits, regardless of its length, is twice more likely
to have malicious intent than a domain name consisting of
only letters, or a mixture of letters and digits, as the share
of digit-only SLDs is twice as high in the RBL dataset.

Other SLDs, who contain at least one number, have a
slightly higher representation in our RBL dataset than in
the other datasets. This could be explained by typosquat-
ting practices, where a domain name with a number, in-
stead of a symbol on the top row of the keyboard, is used
in order to try people to get to visit the page by making
a typing error in trying to visit a known benign page.

Regarding the language of the domain names, we see that
both the RBL and the Alexa datasets have the highest
average English score. For the RBL dataset, this can be
explained by the exploiters of the domains trying to appeal
to the broadest possible public. For the Alexa dataset, it
is also logical for it to have a high language score, as it
lists the global most popular webpages, and English is a
world language.

For this topic, further research should be done into the
brand names within domain names. In this research, they
have been disregarded and analysed with the English lan-
guage criteria, but assigning them to a different category
could shine a light on the duplication of brand domains
in the RBL dataset, and additionally give more reliable
language score, by not trying to score them as a word.

In addition, the numerical domains, as well as the do-
mains who contain numbers, could be regarded as contain-
ing more information than has been done in this research.
As discussed previously, a number can be used to replace
a letter, taking this into account could change the lan-
guage score. It could also be possible that this practice is
currently done by malicious domains, as we did notice an
increased amount of domain names which contain a letter
in our current data.

As for this research, there was no information available
about the domain, other than its name and what dataset it
originated from. For future work, one could check the do-
main and its designated IP-address against several black-
lists, to be able to more reliably tag the intent of the do-
main name as malicious or benign.
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