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1 INTRODUCTION 

This document accompanies the Policy on Cryptography1 established by LISA-MT on the 10th June 

2025. 

The basis for this document is the Guidelines on Using Certificates2 established by LISA-MT on the 

10th June 2025. Those guidelines included all available certificates. As most people will only use 

personal or client certificates, it is decided to author a separate document focused on these kinds of 

certificates. The information in this document is a copy of the relevant information in the Guidelines 

on Using Certificates, but edited for clarity. 

These guidelines help implement certificates for personal use. This document describes the 

relationship between the University and Certificate Authorities3 (CA). 

A certificate is a digitally signed file that contains information about the identity of a person. A 

trusted CA issues these certificates to verify the information provided. 

Chapter 2 will provide information about the above-mentioned relationship with CAs. Chapter 3 

contains guidelines for client certificates. Finally, the appendix (chapter 5) contains information 

about the process of requesting and revoking a client certificate at our current supplier, HARICA. 

Client certificates have three main goals: 

1. Authentication: Verify an individual's identity to access a secure system, network, or 

application. 

2. Authorisation: Grant access to specific resources, applications, or systems based on the 

individual's role, privileges, or clearance level. 

3. Digital Signatures: Allow individuals to sign email messages digitally4. Sometimes, client 

certificates can be used to sign digital content, but for that goal, other certificates are more 

often used. See Guidelines on Using Certificates for more information about those. 

  

 
1 https://www.utwente.nl/en/cyber-safety/cybersafety/legislation/policy-on-cryptography.pdf 
2 https://www.utwente.nl/en/cyber-safety/cybersafety/legislation/guidelines-on-using-certificates.pdf 
3 https://en.wikipedia.org/wiki/Certificate_authority 
4 This relates to S/MIME email messages. 
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2 CERTIFICATE AUTHORITIES 

Certificates are offered by a limited number of Certificate Authorities (CAs). It is possible to restrict 

the CAs that may issue certificates on behalf of the University. For personal certificates for email 

addresses within @utwente.nl and @student.utwente.nl, only HARICA may issue certificates. The 

University does not permit the use of other email addresses in personal certificates. 

To this end, the University maintains CAA records5 for all its managed domains. This allows everyone 

to see which CAs are authorised to issue certificates. The University does this with an issuemail CAA 

record. The issuemail CAA record for utwente.nl will therefore only show HARICA. All other domains 

will display an issuemail CAA record that prohibits the issuance of a personal certificate for that 

domain. 

3 GUIDELINES 

3.1 ISSUANCE OF CERTIFICATES 

Client certificates are personal and contain the name and email address of the person requesting 

them. Certificates are classified as credentials, such as a username or password, and therefore 

should not be shared. 

Client certificates should not be requested from a public or shared computer. 

Client certificates should not be installed in browsers or email clients used by multiple people. 

When installing a certificate in an email or other application, a strong password must be set to access 

the certificate. 

If certificates are stored outside of the applications they are used for, this storage must also be 

secured with a strong password. This can be a Hardware Security Module (HSM6) or special secure 

storage software7. 

3.2 REVOCATION 

A certificate revocation indicates to the CA, and consequently, the whole world, that a certificate is 

no longer valid, irrespective of the validation period included in the certificate. 

The user or a representative must revoke the personal certificate in accordance with the 

Cryptography Policy. How to revoke a certificate is described in Section 5.3 of the Appendix. 

Typically, the task of revoking a certificate lies with the Key Manager8. A Key Custodian can and will, 

in certain situations, start a revocation process independently: 

• When informed by LISA Security Management that a private key might have been 

compromised. 

 
5 https://en.wikipedia.org/wiki/DNS_Certification_Authority_Authorization 
6 https://en.wikipedia.org/wiki/Hardware_security_module 
7 Some password managers support secure file storage. In these cases, these managers are considered secure 
storage software. 
8 For terms used in these Guidelines, see the Policy on Cryptography if not otherwise referenced. 
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• When a user is no longer an employee or a student at the University, and has not revoked 

their certificate themselves.  
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4 REVIEW OF THESE GUIDELINES 

These guidelines will be reviewed every year. The following review will be in mid-2026, together with 

the other guidelines on certificates. There may be grounds for an interim evaluation. If that 

evaluation gives cause to do so, these guidelines will be adjusted sooner. 

The review will be conducted in cooperation with the Product Focus Group for Certificate Services. 

The CISO of the University of Twente is responsible for these guidelines. 

LISA-MT determines these guidelines. In cases not provided for in this regulation, LISA-MT decides 

with the CISO. 
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5 APPENDIX I: HARICA PROCESSES 

This appendix will help users of the HAIRCA interface adhere to the Policy on Cryptography and 

these guidelines. It contains information about the interface, how to log onto the website and fill in 

the forms correctly. 

 

5.1 LOGGING IN 

Requesting, revoking, and other HARICA interactions must be done through their Certificate 

Management interface. It can be reached at https://cm.harica.gr/. 

HARICA offers authentication through SURFconext. You can use the Academic Login button and 

continue logging into the University’s SSO system.9 

 

You will be presented with your personal dashboard. It will show the issued certificates and offer 

options for your certificate management tasks. 

5.2 CLIENT CERTIFICATE REQUEST 

Select Email in the menu on the left. 

Follow the steps in the process. 

 
9 If assigned specific roles in the Certificate Management interface, you might need to provide a second factor. 

Not all certificates available through 

HARICA are free. If you select one 

with a fee attached, you must pay 

for the certificate by Credit Card. 

You will not be able to claim this 

expense at the University. 
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5.2.1 PRODUCT 

The only products currently available for users at the University are Email-only and type For 

Enterprises and Organizations (IV+OV)10. Your email address will be filled in based on the 

information provided by the university when you log in. Click Next and continue with the request. 

5.2.2 AUTHORIZATION 

Validation is always done by email. 

5.2.3 SUMMARY 

On the next page, you will be able to review the information. Verify the information and confirm 

your agreement with the terms mentioned. 

5.2.4 ENROLL 

You can get your certificate by clicking Enroll your Certificate. 

You will be taken to a new page to choose between 

automatically generating a Certificate Signing Request (CSR) or 

using one you generated yourself. The University advises having 

the CSR generated. 

The Algorithm and Key Size depend on the 

system11 you are using it with. The defaults 

are usually correct. When in doubt, you can 

request an RSA and an ECDSA certificate.  

Set a passphrase12. You need to remember it to be able to use the certificate later. 

Click Enroll Certificate. 

Next, you can download 

and start using the 

certificate. 

 
10 Email-Only will only contain your email address. For Enterprises and Organizations certificates will also 
contain a reference to the University. 
11 For S/MIME email encryption you can only use RSA. You can still use your ECDSA certificate to authenticate 
towards website that support certificate authentication. 
12 The University advises to use a Password manager application to generate and store the passphrase. 
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5.3 CLIENT CERTIFICATE REVOCATION 

As mentioned in chapter Error! Reference source not found. the user has 

to revoke their certificate(s) under some conditions. This paragraph will 

show the steps necessary. 

On your dashboard, you will find the certificates you requested. Click the 

three vertical bullets and select Revoke. 

On the next page, you will find information about the certificate 

revocation. Make sure to specify the correct reason. 

1. Certificate has been used to sign Suspect Code. 

2. Certificate’s subject information has changed. Your email address has changed, and the 

one in the certificate is no longer valid. 

3. Subscriber no longer controls…  

4. Unspecified reason. This reason is not allowed to be used. 

5. Private key is compromised. This reason is used when there is proof that the private key 

of a certificate is compromised. Also, report this incident to CERT-UT13. 

6. Domain name or Full Name… There are currently no situations where this is to be 

expected. 

7. Website or email address is no longer in use. This reason should be used when a user 

has left the University. This is different from the reason in bullet 2 

8. Private key is exposed. This is similar to bullet 5 above, but there is no proof that the 

private key is compromised. This is the case when the system where the key is stored is 

compromised. Also, report this incident to CERT-UT. 

9. Existing certificate has been replaced. Use this when a new certificate with the same 

information has been issued. 

If asked for, provide more details about the reason in the field below reason and click Revoke. The 

certificate will show as Revoked in your dashboard, and you will receive an email with information 

about the revocation. 

 

 
13 cert@utwente.nl, 053 489 13 13 


