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1 INTRODUCTION 
 

This privacy statement describes how the University of Twente (UT) handles your data within the 

PASSWORD awareness project. 

 

2 PROCESSING PERSONAL DATA  

 

Within the PASSWORD project, the following data is processed to perform further analyses at an 

aggregated level to make better choices about this awareness programme. 

 

Categories of 
personal data  

Data 

subjects 

Purpose of Legal 
basis data 
processing  

Legal basis  Retention 
period  

The following data 

is processed in 

the Proofpoint 

application: 

 

First name 

Last name 

E-mail 

Department 

 

 

Students 

Staff 

members  

 

The aim of the 

PASSWORD project is 

to increase general 

awareness and 

awareness about the 

safe handling of 

information at the UT. 

This is done by offering 

targeted training 

courses and performing 

knowledge 

measurements (e.g., 

questionnaires) and 

behavioural 

observations (e.g., e-

mail phishing 

simulation). In this way, 

the effect of the training 

can be calculated, and 

it can be determined 

whether awareness has 

increased and whether 

we have achieved the 

goal. Based on the 

results of 

measurements and 

observations, a risk-

based assessment is 

made to give groups of 

employees a shortened 

version of the training. 

 

The personal data is 

necessary for the 

personalization of 

communication on an 

Legitimate interest. 

 

The UT has a legitimate interest in 

processing this data. This interest 

consists of properly securing and 

protecting UT students, 

employees and information 

(systems). For this purpose, it is 

necessary to create or maintain 

awareness among UT students 

and employees about the safe 

handling of information (systems). 

Partly in view of the ever-

increasing digital threat, the UT 

attaches great importance to good 

security, which goes hand in hand 

with awareness among students 

and staff. 

 
Opposed to this interest are the 

rights and freedoms of those 

involved, in this case employees 

and students. The UT is of the 

opinion that the impact of this 

processing of personal data on 

data subjects is very small. No 

special or sensitive personal data 

is processed. The data will only be 

accessible to the project team. 

This personal data is 

pseudonymised by replacing the 

identifying personal data (i.e., 

email address) with a number. 

This number is stored separately 

in a lookup table along with the 

email address. The data is stored 

in a shared folder on the UT ISO 

The personal 

data will not be 

kept for longer 

than the 

duration of the 

awareness 

campaign. 

After the 

contract 

period, the 

data will be 

automatically 

deleted. 
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individual and 

aggregate level 

27001 certified data storage which 

is only accessible to the 

PASSWORD project staff. 

The following data 

is not processed 

in Proofpoint but 

is used in the 

PASSWORD 

project 

 

Sex 

Date of birth 

Date service 

Nationality 

scope of service 

Fixed/Temporary 

UFO 

Function scale 

Employees The aim of the 

PASSWORD project is 

to increase general 

awareness and 

awareness about the 

safe handling of 

information at the UT. 

This is done by offering 

targeted training 

courses, performing 

knowledge 

measurements (e.g., 

questionnaires) and 

behavioural 

observations (e.g., e-

mail phishing 

simulation). In this way, 

the effect of the training 

can be calculated, and 

it can be determined 

whether awareness has 

increased and whether 

we have achieved the 

goal. Based on the 

results of 

measurements and 

observations, a risk-

based assessment is 

made to give groups of 

employees a shortened 

version of the training. 

 

These personal data 

are processed to enrich 

the results and are 

used within the project 

team to perform further 

analyses at an 

aggregated level, so 

that they can offer 

tailor-made solutions to 

participants. 

 

The purpose of 

processing this 

personal data is to gain 

insight into the 

effectiveness of training 

courses as they will be 

used with the 

PASSWORD project. 

Legitimate interest. 

 

The UT has a legitimate interest in 

processing this data. This interest 

consists of properly securing and 

protecting UT students and 

employees and information 

(systems). For this purpose, it is 

necessary to create or maintain 

awareness among UT students 

and employees about the safe 

handling of information (systems). 

Partly in view of the ever-

increasing digital threat, the UT 

attaches great importance to good 

security, which goes hand in hand 

with awareness among students 

and staff. 

 

Opposed to this interest are the 

rights and freedoms of those 

involved, in this case employees. 

The UT is of the opinion that the 

impact of this processing of 

personal data on data subjects is 

very small. No special or sensitive 

personal data is processed. The 

data will only be accessible to the 

project team. This personal data is 

pseudonymised by replacing the 

identifying personal data (i.e., 

email address) with a number. 

This number is stored separately 

in a lookup table along with the 

email address. The data is stored 

in a shared folder on the UT ISO 

27001 certified data storage which 

is only accessible to the 

PASSWORD project staff.  

The personal 

data will not be 

kept longer 

than the 

duration of the 

awareness 

campaign. 

After 

completion of 

the project, the 

data is 

manually 

deleted. 
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This can manifest itself 

in two ways: 

i) a training does not 

appeal to a specific 

group (e.g., 

scientific/support staff 

or a particular unit) and 

needs to be revised. 

ii) A group performs 

excellently in one 

section and does not 

require further training. 

 

3 COLLECTING PERSONAL DATA  

 

The personal data comes from the Microsoft Active Directory and AFAS. The data from the 

Microsoft Active Directory is required to access the University's IT facilities and to be able to 

communicate with the e-mail. The other data comes from the HR department to be able to carry 

out good personnel management. This is about how the UT deploys, encourages, and develops 

its employees to realize its strategy and policy objectives. 

 

4 TRANSFERS OF PERSONAL DATA  

Only the data: first name, last name, email address and faculty/service are synchronized with the 

Proofpoint platform. This Platform is in Dublin which is part of the EU. The other data is stored on 

ISO27001 certified data storage owned and managed by the University of Twente. 

 

5 YOUR RIGHTS  

The UT processes your personal data, but you as a data subject have various rights to maintain 

control over your personal data. Below you will find more information about these rights. For 

more information, please visit this website. 

5.1 Right to access personal data  

You have the right to receive, amongst others, a copy of your personal data which is being 
processed.  

5.2 Right to erasure  

The right to be forgotten. It is not always possible to erase all personal data.  

5.3  Right to rectification  

The right to have inaccurate personal data rectified or completed if it is incomplete.  

https://www.utwente.nl/en/cyber-safety/privacy/your-privacy-rights/
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5.4 Right to data portability  

This right allows the data subject to obtain and reuse their personal data for their own purposes 
across different services.  

5.5 Right to restrict processing  

Under certain circumstances, you have the right to have fewer personal data being processed.  

5.6 Rights of automated decision making and profiling  

The data can be used to offer personalized privacy and awareness modules to students and 
employees.  

5.7 Right to object  

In certain circumstances, you have the right to object to processing.  

6 COMPLAINTS  

In case you have a complaint about the way the UT handles your personal data, you can contact 
the Dutch Privacy Authority (Autoriteit Persoonsgegevens).  

7 CONTACTS 

For specific questions about the PASSWORD and Proofpoint project, please contact the project 
team at awareness@utwente.nl. 
For questions about privacy, please contact the privacy contact person of your faculty or service.  

See https://www.utwente.nl/en/cyber-safety/contact/#privacy-contact-persons. 

You can also contact the Data Protection Officer via fg@utwente.nl.  

 

mailto:awareness@utwente.nl
https://www.utwente.nl/en/cyber-safety/contact/#privacy-contact-persons
mailto:fg@utwente.nl

