
About OpenINTEL
Measuring the Internet

The Domain Name System (DNS) is crucial for the 
Internet. It maps human-readable names to 
machine-readable addresses. Without DNS, there is 
no Internet. This makes studying what is in the DNS 
crucial to understand the evolution, security and 
stability of the Internet. The OpenINTEL project is 
the first and only long-term, large-scale study of the 
DNS and its role in the Internet.
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- Extensive analyses of impact on global DNS
- Active engagement with “top talkers”
- Clear points of contact and prompt opt-out
- Data sharing with fellow researchers
- Open access data where possible In total 308M domains (2025)
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OpenINTEL
A Large-Scale Active Measurement Platform for the DNS

Impact on Science and Society

Visit our website: https://www.openintel.nl/

Lasting National and International Collaborations

From the start, OpenINTEL was designed to share data 
with other researchers. We use the open source Apache 
Parquet data format to store data and publicly share our 
data dictionary on our website. This makes our results 
usable in big data analytic toolchains such as Spark, and 
ClickHouse, but also means data can be analysed with 
simpler tools.

Over the past years, we have built lasting relationships 
with TLD operators. For example, in many cases, we 
measure their TLD and then provide results back to 
them so they can perform their own analysis.

In addition to this, we have established lasting 
relationships with other universities and research 
institutes, initiated both by us and by them. We have 
provided data as well as co-authored shared papers.

Collaboration and Data Sharing Industry and GovernmentAcademia
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Hiding Malware in DNS Records
- A Problem or Not?
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/

Detecting and Characterizing Internet Traffic Interception 
based on BGP Hijacking
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Fast Facts
In a single week, we observed: 

4,754 distinct Denial-of-Service attacks
2,385 unique victims

62,233,762 attacking packets

In three weeks, we observed: 
12,805 distinct Denial-of-Service attacks

6,148 unique victims
191,295,747 attacking packets

More than 20% of all victims are 
located in Romania or Brazil.

65% of all victims were attacked once, 
while 18% were attacked twice and 
one victim was attacked 48 times.

Attacks involved as many as 679,000 
packets per second. A rate of 500 
packets per second is sufficient to 
overwhelm a server; 46% of the attacks 
in each one minute interval had more 
than 500 packets per second. 

Most Denial-of-Service attacks are 
relatively short: 50% last less than 10 
minutes, 80% last less than 30 minutes, 
and 90% last less than an hour. 
However, some attacks span days or 
weeks.

Denial-of-Service (DoS) attacks are difficult to monitor. Service and content providers consider data about attacks sensitive and private.  
Using traditional methods, wide-scale monitoring of DoS attacks requires a tap on a link between the attacker and the victim for every 
attack.  With thousands of attacks occurring every day, the task of obtaining a representative measure of DoS attacks is daunting at best 
and impossible at worst.

Backscatter analysis is a novel technique that provides quantitative data for a worldwide view of DoS activity using only local 
monitors.

What Types Of Machines Are Attacked?

How Can We Detect Denial-of-Service (DoS) Attacks? 

How Prevalent Are Denial-of-Service (DoS) Attacks?

poster_backscatter_200303

In February, 2000, a series of massive Denial-of-Service attacks incapacitated several 
high-visibility Internet e-commerce sites, including Yahoo, Ebay, and E*trade. In 
January, 2001, Microsoft's 
name server infrastructure 
was disabled by a similar 
assault. Attacks of lesser 
scale occur constantly on 
the Internet. At least 20 
denial-of-service attacks 
happen every minute of 
every day.

65% of all victims were attacked once, while 18% were attacked twice and one victim 
was attacked 48 times.

Hosts in the .COM and .NET Top-Level Domains (TLDs) incurred approximately 15% of the attacks. 
.EDU and .ORG were targeted only 2-4% of the time.  Romania, a country with relatively poor 
Internet infrastructure, was targeted nearly as frequently as .NET and .COM, and Brazil was 
targeted more frequently than .EDU or .ORG.  Canada, Germany, and the United Kingdom received 
1-2% of all attacks. 

IRC Servers were twice as likely to be attacked as webservers, with 2.6% of all attacks.  9.4% of all 
machines attacked were on broadband links, while 5.7% were dial-up machines.  These attacks on 
home machines suggest that Denial-of-Service attacks are frequently used to wage personal 
vendettas. 

Some Denial-of-Service attacks target network infrastructure.  2-3% target name servers, while 1-
3% target routers.  This trend is disturbing, since attacking a name server or a router incapacitates 
all end hosts who rely on that device for connectivity. 
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Top-Level Domain
The percen tage of all a ttacks incurred by each Top-Level Domains.
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The Backscatter Method Of Denial-of-Service (DoS) Detection

Backscatter Monitoring.
We monitor 1/256 of t he address spac e

 for these unsolicit ed resp onses .

lReply to Fake Addresses.
The victim replies to t he fake sour ce

addresses asso ciated with each request.  

lAttack.
The attacker sends spur ious

req uests to the victim. 

l

http:/ / www.caida.org/ outreach/ papers/ backscatter/

Denial-of-Service (DoS) 
attacks often fake the 
source address of each 
attacking packet. For 
many attacks, this forged 
address is randomly 
assigned to each packet.  
However, the victim of 
the attack doesn't realize 
that the attacking 
packets are illegitimate 
and so the victim 
answers as many 
attacking packets as possible.  Because the source addresses are faked, the victim sends unsolicited responses to a wide range of IP 
addresses.  By monitoring a large section of the IP address space for these unsolicited responses, we collect a representative measure of 
the Denial-of-Service attacks that occur at a given point in time.  Although we monitor only a portion of the IP address space, we observe 
all random source Denial-of-Service attacks.
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Industry HighlightAcademic and Governmental

OpenINTEL data is being used in academic research and governmental 
policy making leading to 54 papers and 5 posters in 10 years.

In collaboration with Switch, the .ch and .li country code TLD operator,
OpenINTEL data drives the adoption of modern security practices and

increases the security and resilience of the Swiss and Liechtenstein DNS.

FOR INFORMATICS

NBIP Monitor
Vernieuwing, inzicht, community & intensivering


