UNIVERSITY

1



Wat is de relatie tussen big data, data-ethiek
en persoonlijk risicoleiderschap?

11:15 - 12:00 ETHIEK ANNO 2021: DATA IS KEY! VAN ETHISCHE PRINCIPES NAAR
. PRAGMATISCHE AFWEGINGEN (Martin Moree)
. 14:15 - 15:00 HET DEENS-NEDERLANDS SCENARIO (Hans Berkien)
15:30 - 16:15 A FEW STEPS AHEAD WITH RISK LEADERSHIP (Martin van Staveren)
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BEHAVIORAL, MANAGEMENT AND SOCIAL SCIENCES (BMS)
MASTER RISK MANAGEMENT (MRM9)
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HET DEENS-NEDERLANDS SCENARIO

EEN RISICOREISVERHAAL

Hans Berkien

https://www.linkedin.com/in/hansberkien/
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% RISICO’S, DATA EN BESLISSINGEN

(THEMA'S)
What d did ]
Studieopdracht:
- Case

- Probleem
- Techniek
Risk
management

How did we
analyze and use What decision did
the data to make we make?

decisions?
UNIVERSITY
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IN DEZE PRESENTATIE:

-®—0—0—0—0—-0-

RISICO’S EN VAN DATA NAAR SCENARIO ONDERZOEK RESULTATEN EN DISCUSSIE,
DATA BESLISSINGEN PLANNING . NEDERLAND VOORBEELDEN REELECTIE EN
«  DENEMARKEN CONCLUSIES

Vragen? Stel ze. UNIVERSITY
OF TWENTE.
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RISICO’S EN DATA

Levels of Uncertainty

Risk ‘Uncertainty’

Ignorance

Unknown Risk

Known Probability Unknown Probability
Distributions Distributions

Decreasing amount of data

UNIVERSITY
Bron: Oehmen & Kwakkel 2021; Oehmen et al 2020 OF TWENTE.
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RISICO’S EN DATA

Levels of Uncertainty

Risk

Known Probability
Distributions

‘Uncertainty”’

Unknown Probability
Distributions

Ignorance

Unknown Risk

Ambiguity
Missing facts A

Complexity

(structural and dynamic)

Variability

|||||||||||||||

&

Unpredictability

Factual errors

Bron: Oehmen & Stingl 2021
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Incommnesurate

Commensurate

RISICO’S EN DATA

Level of Value Diversity

Level of Uncertainty

Risk: Known Probability Uncertainty: Unknown Ignorance: We do not know
Distribution Probability Distribution what we do not know

“ ° UNIVERSITY
Bron: Oehmen 2021 OF TWENTE.



RISICO’S EN DATA - AANPAK

Incommnesurate

Commensurate

Public Engagement &
Risk Communication

“Classic” Risk Management &
Decision Analysis

Level of Value Diversity

Risk: Known Probability
Distribution

Multi-Objective Robust
Decision Making

@nario PlanniD

Level of Uncertainty

Uncertainty: Unknown

Probability Distribution

Social-Ecological Resilience

Precautionary Principle

Technical Resilience

Ignorance: We do not know
what we do not know

e

Bron: Oehmen 2021
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VAN DATA NAAR BESLISSINGEN

Scenario _
E]g

% @ UNIVERSITY
Bron: Oehmen 2021 OF TWENTE.
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SCENARIO PLANNING ALS VOORBEELD

Scenarioplanning is een multidimensionaal construct dat bestaat
uit drie dimensies: informatieverwerving, kennisverspreiding, en
scenario-ontwikkeling en strategische keuzes (Bounhalleb, 2017).

O HN

Scenarios: zijn beelden van de toekomst die worden opgebouwd
door mogelijke ontwikkelingen op verschillende manieren met
elkaar te verbinden (De Ruijter, 2011).

“\ge\l ‘ ng's Vé’l,fe/)o L
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verhaal
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Bron: De Ruijter, P., Stolk, S., Alkema, H. (2011). Klaar om te wenden



Lt
% ONDERZOEK

« Semigestructureerde interviews (+ literatuur ter voorbereiding)

« 8 Nederlandse organisaties - professionals
» Civiele/bouwkundige aannemers - management / consultants
* Verzekeraar - IT
» Defensie (land/luchtmacht) - arbo / intelligence
« 2 Deense organisaties - professionals
« Accountant - auditor
» Groot infraproject - risk management

 Colleges, workshops, pitches studiereis

% UNIVERSITY
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ONDERZOEK - VRAGENLIJST

%
« Algemeen (rol, ervaring risico management, scenario planning)
e Scenario planning
e wanneer,
o wat,
* eisen,
- data (kwaliteit), I =
- analysemethoden (algoritmen), = | = =
* besluitvorming L= | I N
N % UNIVERSITY
OF TWENTE.
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% RESULTATEN
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% RESULTATEN — OVEREENKOMSTEN mmm

BESLUITVORMING
A

« Scenario planning veel toegepast (sci-fi, strategisch, tactisch,
operationeel) om een betere educated guess te doen.

» Basis neerzetten, inzicht in (gevoeligheid) relevante factoren
« Geen analytische methode -> proces (mens) -> bedrijfsdoelen
« Experimenteren

W
\ UNIVERSITY

OF TWENTE.
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% RESULTATEN — OVEREENKOMSTEN mmm
DATA

* Bewustwording belang data en kwaliteit
» Worstelen met databeschikbaarheid en —kwaliteit
* Verificatie en validatie (ISO 9001, richtlijnen, audits)

% ° UNIVERSITY
OF TWENTE.
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% RESULTATEN — OVEREENKOMSTEN mmm
ALGORITMES

 Verschillende algoritmes (spreadsheets, vuistregels, machine
learning, Al)

« Kwantitatief (subset) + kwalitatief (experts)
* Niet alleen analytische methode -> proces (incl. mens)
* Experimenteren

% UNIVERSITY

OF TWENTE.
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RESULTATEN - VERSCHILLEN — N
BESLUITVORMING-DATA-ALGORITMES

Gartner Hype Cycle for Data Science and Machine Learning

iE

* Verschillen in
daadwerkelijke
toepassing
(organisatorische
context — in/extern)

« Succesvolle toepassing?

Predictive Analytics

EXPECTATIONS

Q Sh S Ry SN SEry O Chicime i o Gartner
% @ UNIVERSITY
OF TWENTE.
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\X) VOORBEELDEN —
 Rondom productontwerp / productmarkcombinaties
« Stikstof, grondstoffen (prijzen)
 Technische uitvoeringswijzen
* Veiligheid
* Omzet
* |n training
* Projectmanagement
* M.b.v. kentallen, spreadsheet, machine learning

% 0 UNIVERSITY
OF TWENTE.
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VOORBEELDEN —

Four scenarios for Europe: Introduction $
of the scenarios

Economic Comment

Rabobank

February 09, 2017, by Wim Boonstra et al.

UNIVERSITY
OF TWENTE.
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VOORBEELDEN

Risicomanagement & Scenario denken Terugkoppeling

Inhoud:

- Bevindingen

Bevindinge Risicomanagement & scenario denken
- Best practices/

~ positieve ervaringen * Hos ga ja momantssl om mat risizomanagament)
- Aanbevelingen algemeen

- Voorstellen * Wiat zou denken in scenarna’s kunnen brengen (11 fisicomanagar
* Elc

| < Bosnsing

- Wi

i & \
.
/‘/ i}
I M E

*In 4D planning per bouwfase met elkaar vast vooruit kijken

(

bereikbaarheid, risico's, ...)
- - —— UNIVERSITY

OF TWENTE.



VOORBEELDEN T

"The plan approval determines the requirements and conditions that
must be met, especially in relation to the environment, in order for
Femern A/S's construction work on the German side to proceed. We
will now thoroughly analyse the approval, and then, during the spring,
we will present scenarios on how we will achieve the project goals”,
says Claus Dynesen (https://femern.com/en - Dec.2018).

L ¥ Vs A “_“

Femern EY oo

_ Digital Risk Management
Helps you understand, assess, and manage risks during your
business's digital transformation. This includes risks throughout the
lifecycle of transformation and also includes the implementation of new
technologies such as intelligent automation, artificial intelligence (Al),
loT and blockchain (https://www.ey.com/da_dk, Nov.2021).

UNIVERSITY
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VOORBEELDEN -

Data collection in Bygningsstyrelsen

i B 4 Y e N\
How Data sources Warehouse —

Power query

@ || BYGNINGSSTYRELSEN
-_—

SQL Connector @ 9
Budget and @e
accounting Sy r——
Database Analytics
Project Risk Data Management
Import excel @ * X E ."l
Easy P — The data pipeline and supply of data for the organization
ower Bl
SWAMP LAKE WAREHOUSE SHOP
A
Import folder and

< o

expand excel files
HOOOM

BIM quality
assurance

- IS5

Folders of folders
with heterogenous® ®
files

DESTINATION?

Project documents
\ J A A

LN
-
-
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VOORBEELDEN
MATRICES: VOOR IEDER WAT WILS

gt P
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Prabaste vy Lnkiey - - - om
How to Develop a Risk Matrix - Business How to Use the Risk Assessment Matrix risk matrix | ARMS Reliability BiogARMS . What's in a number? Risk matrices and Risk Matrix - Purdue Polytechnic institute ICT risk matrix | Queensiand Gov.
business2community com ntaskmanager com thereliabilitybiog com cgerisk com polytechaic purdue edy ageio.gid gov au
. ) R B
High Medium 3 | . | Consequence |
‘ . Likelihood | imignifcant |  Winor | Modersis
Medium i Jr——— — l E e |
H } & = 1
| A,
Low Medium 'l Posable
| | uriskaly
Low Medium High = =
LIKELIHOOD P .
Matrix Models for Risk Assessment Example of Project Risk Matrix What's in a numbesr? Risk matrices and Risk Mafrix Sizing: Does size really ulility of risk matrices Paladin Risk Managemen! Services
pivotpointsecurity com researchgate.nel cgarisk.com project-sisk-manager com davidjball com paladinrisk com au

medium

miedium

v — =
= ==y | ¢ S Empact =
Risk Matrix Template in Excel Free Risk Assassment M Why the risk matrix must die - Jam An Approach Towards Global Implement a Successful Risk Matrix
examspm com smartsheet.com medium com sciencedirect com pinnacleari com

@
V Vejdirektoratet

RAMBGLL
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VOORBEELDEN

~__HOE RISICODATA VALIDEREN

Tips

Ownership
Assign the custody of risk data to continuously
ensure quality standards and business definitions

Automation
Create data queries with repeatable validation rules
when risk data is created or acquired
Enrichment
[]

Revalidate rules for enriching, aggregating and
profiling risk data while considering biases

Cleansing and backtesting
Define a centralized process to accept the risk data
populating the model

BDENRELG] Bank

?“

Poor data quality is
the hidden Nemesis
of risk model s

=2

Extend financial
controls tp risk data
is @ good idea

Bron: Huwyler, 2021

Rasmus B. Petersen (EY): “In stead
of taking samples you check
everything, take everything and
work without algoritmes. It
changes the work of the auditors.”

6 UNIVERSITY
OF TWENTE.



EINDCONCLUSIE SCENARIO PLANNING

%
Gebruik van data bij scenario denken “To mitigate risk, you need to talk
* niet alleen data verbeteren arapatarey o the Ky word
-+ gegeven de doelstellingen
* gebruik scenario's om de A te bepalen en .
* mensen te (her)focussen. ‘ i =
» wees niet bang om te theoretiseren — -'

Tijd is kostbaar
* Focus je op mensen voor je je op gegevens focust!

\ 7) UNIVERSITY
OF TWENTE.
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DISCUSSIE:

TERUG NAAR RISICO’S, DATA EN BESLISSINGEN

IE+ PRAKTIJK

What data did we
?

UNIVERSITY
OF TWENTE.
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%HET PROCES

@ ¥
The Journey from “"Data” to “"Decision”

DTU

nTi
Uiy
o
o
PP

; Decision
Knowledge Broad Risk -
Data . Makers Decision

UNIVERSITY

~N U
“ Bron: Hansson & Aven, 2014 6 OF TWENTE.



DE DATA
———

e.g. video processing, speech
recognition, sentiment e.g. spotting trends or issues;
analysis,.. customer needs;

- B e B
Record / Analyse / N ZPommaednsas

Encode |) / Categorize
N Y, N : Optimize /HDecide/Act

N\

d A i / Prioritize
Create / PFEd ICt e.g. scheduling; suggesting e.g. smart robots; personalized
layouts; resource use; design; automated
evaluation of alternatives; procurement,...
\ / \ multi-objective decision making
e.g. solution or design e.g. employee or customer
development based on behaviour; maintenance needs;
predefined or learned rules & risk probabilities...

w_\

Create newdigital artefD ((‘

AALBORG UNIVERSITY

Stingl et al., 2021

DENMARK

w
@ UNIVERSITY
OF TWENTE.
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DE ALGORITMES: VAN SIMPEL...NAAR...?

:Siﬁmple rules for wicked problems

« Limited in number (2-7)

+ Tailored to the person or organization using them

« Applied to well-defined activities (e.g. product
selection, market entry,..)

« Giving people latitude to exercise discretion

SIMPLE
RULES

How-to rules
Boundary rules
Priority rules
Timing rules
Exit/Stopping rules

HOW TO THRIVE
IN A COMPLEX WORLD

Ghrwn =

DONALD SULL | KATHLEEN M. EISENHARDT

Bron: Stingl, 2021

Intellectual Level/Power

The

Singularity \
Trans-
Humans?

Human Intellect «—__ Machine

Intelligence

o

Time 1950 2000

Bron: Stoelinga, 2021

UNIVERSITY
OF TWENTE.
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% KUNNEN ALGORITMES EXPERTS VERVANGEN?

Identify patterns, learn,
Follow rules & and find suitable solutions
identify deviations for defined goals

Apply learnings, create
new solutions

Algorithms solve (some) problems quicker, more
consistent, using more data than humans

/ \

<mmggle in finding & >
defining problems.

% UNIVERSITY
Bron: Stingl, 2021 OF TWENTE.




DE EXPERTS (MENS)

L

7 10

- How do experts create &use knowledge? «

% Cowan, 2001 iy s e e

% dat k;m nen voorkomen

7,
The Artisan DANIE;I\‘.‘heIu:-iﬁE}:IEMAN
. Auteur van Thinking, Fast and Slow

Follows a relatively linear, direct

process with a known and fixed goal.
Knowledge codified in rules.

OLIVIER SIBONY

The Strategist CASS R. SUNSTEIN

Operates without fixed goal, balances
conflicting objectives and interests.

—= The Repairer

AKnowledge tacit & hard to codify.

An Ambiguity ‘f/('y;: Variability
i Plo—t
alyses the problem, chooses solutions s erasilt : a
& Works toward a kno“' goal‘ e E— Missing facts Complexity ﬁﬁvov‘

Factual errors (structural and dynamic)
Knowledge cadified in patterns, -

Unpredictability

«

AALBORG UNIVERSITY
DENMARK

% UNIVERSITY
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% VAN DATA NAAR BESLISSINGEN:
ERVARING MET SCENARIO PLANNING

Decision-

Experts makers

‘ : l Decision
Knowledge Broad r_l'sk N makoe’s
base ‘ evaluation

cl-pase ue
% a UNIVERSITY
OF TWENTE.

Decision




EIND CONCLUSIES

%
« Data, algoritmes, experts en het gevolgde proces
-> kwaliteit van besluitvorming (0.a. m.b.v. scenario’s)
 Data, algoritmes, experts en het proces -> ruis en biases
« Scenario planning -> denken helpt (omgekeerd), met de doelen

voor ogen, de benodigde data kwaliteit en algoritmes te bepalen.

* Met de mens en diens gemeenschappelijke waarden als beslisser

w
UNIVERSITY
OF TWENTE.
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Qx, PERSOONLIJKE REFLECTIE

« Scenario’s zijn (mogelijke) verhalen (SP = story telling
discipline, Bowman 2012)

* Scenario planning = impact van mogelijke toekomstige TTX (1T 1T
f ﬂ:EﬂEﬁEﬂ tﬂﬂmml Eﬁ

~

verhaallijnen bepalen

"« Story telling => gemanifesteerde scenario => hulpmiddel LT P[ﬂ Ann | s
voor bepalen effectiviteit scenario’s en het proces => bindt a_?.-_ s, o
mensen op basis gemeenschappelijke waarden :

"« Data, algoritmes en beslissingen moeten dus bijdragen aan
het verhaal

1 e« Scenario’s + verhalen: beiden value based

* Dus (toekomstige) verhalen vertellen is (nog) menselijk
(Harari, 2017)

° UNIVERSITY
OF TWENTE.
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Sl TERUG NAAR KOPENHAGEN \Q
Sprookje™: ‘

een verhaal waarin onwaarschijnlijke gebeurtenissen leiden

tot een goede afloop
N\ 4
ZOEK JE EIGEN (JUISTE) VERHAAL

SUCCES EN GENIET VAN DE REIS!

* www.merriam-webster.com/dictionary

UNIVERSITY
OF TWENTE.
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% NEXT STEP AHEAD WITH RISK LEADERSHIP

Wat is de relatie tussen big data, data-ethiek
en persoonlijk risicoleiderschap?

11:15-12:00 ETHIEK ANNO 2021: DATA IS KEY! VAN ETHISCHE PRINCIPES NAAR
PRAGMATISCHE AFWEGINGEN (Martin Moree)

14:15 - 15:00 HET DEENS-NEDERLANDS SCENARIO (Hans Berkien)

15:30 - 16:15 A FEW STEPS AHEAD WITH RISK LEADERSHIP (Martin van Staveren)

% @ UNIVERSITY
OF TWENTE.




