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APPROPRIATE USE OF
PERSONAL DATA IN e Bl - o
SCIENTIFIC RESEARCH - 000
ACCORDING TO THE GDPR

«  Purpose

« Legal Basis -> Consent
* Informing participants

« Secondary data

Go to 4: Special categornies of

¢ SpeCIal Categorles Of personal data Yes ;J;c;rtulfjurming data andfor criminal personal data.

subjecis.

« Data sharing

explanation below.



https://www.utwente.nl/.uc/fd1593b7301027ea3990178d23f0316040d245ae16b3a00/Appropriate%20use%20of%20personal%20data%20in%20scientific%20research%20-%20V1.2.pdf

DO YOU PROCESS PERSONAL DATA

ANONYMIZATION VS PSEUDONYMIZATION

* Pseudonomyzation is a security measure .
y y Necessary actions:

+  Can someone else still identity the data subjects . GDPR registration ->

(secondary data) +  Ethics review ->

 |s identification possible by combining the data . Possible DPIA (Data Protection Impact

with other sources Assessment) ->
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https://apps.utwente.nl/dmpstartpage/home
https://www.utwente.nl/en/service-portal/organisation-regulations-and-codes-of-conduct/integrity/scientific-integrity#scientific-integrity-topics
https://www.utwente.nl/en/cyber-safety/privacy/pre-dpia-form/

CONSENT AS LEGAL BASIS

«  Consent forms: GDPR vs Scientific integrity
« What data do you collect/process
Who has access Possibility for data subjects to have their data
How is it stored removed

For how long is it stored
How to ask for your data to be removed

« Templates available on ethics committee website

«  Think about where and how to store your consent
forms
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DATA SECURITY

Data minimization GDPR vs Scientific integrity
« Storage -> « Retention period

* Do not use portable storage, encrypt your hard
drive

«  Encryption/pseudonymization ->store keys
separate from data

« Data breach
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https://webapps.utwente.nl/dmp/fr/RDM/Storage-Decision-Tree/new

SHARING DATA

DEPENDS ON CONSENT (OR OTHER LEGAL BASIS)

« Data agreements « Data processing agreement
*  File transfer: (use encryption) « Data transfer agreement
 Joint controller agreement
« (flowchart coming soon)

-> ask your PCP for support!
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https://www.utwente.nl/en/service-portal/hardware-software-network/data-storage/filesender-for-employees

FAIR DATA

Fully anonymize (possibly after retention period)

OR

«  Consent
» Ask consent for the use in future research
«  Cannot make purpose too broad, because
consent needs to be specific

« Data agreement will probably be necessary
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QUESTIONS

?

?

?

Website: Personal data in research

Privacy contact persons:
https://www.utwente.nl/en/cyber-
safety/contact/#privacy-contact-persons
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https://www.utwente.nl/en/cyber-safety/privacy/guideline-for-research/
https://www.utwente.nl/en/cyber-safety/contact/#privacy-contact-persons

