Controllable, Accountable, Transparent:
The Responsible Internet
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Visitors were asked to make routing choices in a fictitious
scenario. This allowed us to provide directions for the
prototype’s user interface.
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ISPs to enable deeper understanding of infrastructure Security, Dependency, and Transparency Analysis

* CERT notifications for weaknesses (that we found) are [ Network insights and enhance
largely ineffective — case for accountability. businesses opportunities

* Evidence that secure paths exist, and operators can  Overview of our measurement approach.
use them — if appropriate business models exist

Lessons learned:

* Decisions based on factors such as energy, distance, jurisdiction crossed

* Need comparable, summarized info; users realize risks (greenwashing, surveillance)
* Favoured independent oversight body to decide on routing
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Alignment of policy and business requirements with incentives for
stakeholder adoption of the Responsible Internet

Goal:
Enable control over the route one’s data takes through the Internet
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Incentives
Novel path selection algorithm quickly selects the path through the Internet that l
. , . . . Currently mapped Strategies to include
fulfills as many of the user’s desiderata (e.g., security level) as possible centives with on-incentivized
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Lesson learned:

. : : Lesson learned:
Economic incentives needed to achieve support by network operators.

Business strategies need to align with digital governance policies
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Goals: Goals:
* |In-band network telemetry: transferring information of networking devices through traffic * Monitoring as a feature: select route based on desired security properties
Light-weight: distribute desired information and optimize data transmission * Data enrichment: improved alert interpretability and analysis
* Utilise P4 programming language (high-level, open source) * Enhanced monitoring rules: design principles to reduce workload
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* Amount of information to be provided is decided by operator/programmer
* Capabilities of network devices (e.g, operations to enhance privacy) are bound by
available resources

Lesson learned:
Rule-based methods are not fully developed — much potential left

Contact us: https://www.catrin.nl
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