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Who am I?



What is Resilience?



fault-tolerant

easy to scale

foolproof

easy to change

autonomous

bounce back

tamperproof

What is Resilience?
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Oorganizational Understanding 
to manage cybersecurity risk to systems, 
people, assets, data, and capabilities. 

Safeguards 
to ensure delivery of critical 
services. 

Activities 
to identify the occurrence of a cybersecurity event. 

Restore 
any capabilities or services that 

were impaired due to a 
cybersecurity incident. 

Activities 
to take action regarding a detected 

cybersecurity incident. 

NIST Cybersecurity Framework



Quiz

Hardening
Virus Scanner

Security Operations Center
Awareness Training

Backup / Restore
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A few examples...

… destructive Cyber Scenario's do happen!
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Cyber Recovery Plan

Focus… 
• Destructive Cyber Attack 
• Recovery (i.e. in case Prevention and 

Protection were not successful)

Knowing what to do when… 

 
PROTECT, DETECT, RESPOND 

Have FAILED



Minimum Viable Company

Data 
• Platform Data (*) 
• Platform Services Data (*) 
• Application / Functional Data

Approach 
• Application / Functional Data -> restore 
• Platform Services -> ... 
• Platform Data -> ...

(*) ... The IT environment has been compromised
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Basic Cyber Recovery Capabilities



Simple Resilience Assessment Model
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predictable 
component failures

people

extreme, unthinkable 
failure scenario’s

technology
procedures

HIGH AVAILABILITY RESILIENCE

redundancy
experience

control

out-of-the-box outside the box

focus on failures focus on success



Books ‘n Stuff



Resilience is more 
than just technology

Resilience s not 
about buying a tool

Resilience is about 
Managing the Unexpected

No model less complex than the 
system itself can exactly, and in 

detail, forecast its behaviour.

If the map does not reflect 
the environment… do not 

trust the map

Experience is what you get 
when you were expecting 

something else


