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Privacy Violation in Aggregation

Mobility data can be linked with auxiliary data to
reveal personal details.
Providing auxiliary data for small group is easier

— re-identification is easier.
Massive privacy-preserving mobility data collection and aggregation. Measuring footfall at s; = 1 and if we know s is
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Problem: What type of identifier can be used to detect pedestrians?
Idea: Sniffing cellphone MAC addresses to collect pedestrian data.

Mobilitv Data Collection Random sampling helps protect data privacy.
ObIty Ldata Loflectio When the population is small, sampled data is less reliable but

reduces the risk of re-identification.
When the population is large, sampling provides reliable and repre-
sentative data.

Conclusions and Future Work

( Foottall S.7 ) [ Crowd flow S, -> S,? ) Current Approach: Collecting MAC addresses
k ) / to collect pedestrian data while ensuring privacy
( —— ‘ [ 1S,nS,|=1 protection. |
k ) / Problem: MAC addresses are dynamically
changed, making them unreliable.
Idea: Can we generate anonymous IDs from
(((o))) (((o))) (((o))) (((o))) face data to compute footfall and crowd flow
S S2 S while preserving privacy?
O ® O ® Challenges: |IDs must be irreversible and con-
’D_ C W AV E Y G sistent for each person.
‘.3 2B IDs must be discriminative between different in-
dividuals.
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